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 Haslingden High School and Sixth Form 
 

 
                   Data Protection Policy 

 

 

 
 

 

 
 

 

 

 

 

(Draft) – UPDATED SEPTEMBER 2021 

Adapted from LCC model 

 

The following policy relates to all Haslingden High School employees (including voluntary, 

temporary, contract and seconded employees), who capture, create, store, use, share and dispose 

of information on behalf of Haslingden High School 

 

These persons shall be referred to as 'Users' throughout the rest of this policy. 

 

Haslingden High School shall be referred to as 'the school' or 'we' throughout the rest of this policy.  

 

The following policy relates to all electronic and paper-based information. 

 

Statement of Commitment 

In order to undertake our statutory obligations effectively, deliver services and meet customer 

requirements, the school needs to collect, use and retain information, much of which is personal, 

sensitive or confidential.   

 

Such information may be about: 

• Pupils 

• Parents and Guardians  

• Governors 

• Employees or their families  

• Members of the public.  

• Business partners  

• Local authorities or public bodies  

 

We regard the lawful and correct treatment of personal data by the school as very important to 

maintain the confidence of our stakeholders and to operate successfully.   

 

To this end, the school will ensure compliance, in all its functions, with the Data Protection Act 

(DPA) 1998, the General Data Protection Regulation (GDPR) and the new Data Protection Act (DPA) 

2018, and with other relevant legislation. 
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Data Protection Principles 

The Principles of DPA and GDPR state that personal information must be: 

 

1. Processed lawfully, fairly and in a transparent manner in relation to individuals; the lawful 

basis can be: 

 

• Consent of a data subject; 

• Processing is necessary for the performance of a contract with the data subject; 

• Processing is necessary for compliance with a legal obligation (e.g., The Education Act 

1996, School Standards and Framework Act 1998, Education Act 2002, Children and 

Families Act 2014); 

• Processing is necessary to protect the vital interests of the data subject or another 

person (e.g., life or death); 

• Processing is necessary for the performance of a task carried out in the public interest; 

• The lawful basis for sensitive personal data (racial, political, religious, trade union, 

genetic, health, sex life, criminal convictions, or offences) is: 

Explicit consent of the data subject 

• Processing is necessary for carrying out obligations under employment, social security, 

or social protection law; 

• Processing is necessary to protect the vital interests of a data subject or another 

individual where the data subject is physically or legally incapable of giving consent; 

• Processing carried out by a not-for-profit body with a political, philosophical, religious or 

trade union aim provided the processing relates only to members or former members 

and provided there is no disclosure to a third party without consent; 

• Processing relates to personal data manifestly made public by the data subject; 

• Processing is necessary for the establishment, exercise, or defence of legal claims or 

where courts are acting in their judicial capacity; 

• Processing is necessary for reasons of substantial public interest; 

• Processing is necessary for the purposes of preventative or occupational medicine, for 

assessing the working capacity of the employee, medical diagnosis, the provision of 

health or social care or treatment or management of health or social care systems and 

services; 

• Processing is necessary for reasons of public interest in public health, such as protecting 

against serious cross-border threats to health or ensuring high standards of healthcare 

and of medicinal products or medical devices; 

• Processing is necessary for archiving purposes in the public interest, or scientific and 

historical research purposes or statistical purposes in accordance with Article 89(1). 

 

2. Collected for specified, explicit and legitimate purposes and not further processed in a 

manner that is incompatible with those purposes. 
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3. Adequate, relevant, and limited to what is necessary in relation to the purposes for which 

they are processed. 

4. Accurate and, where necessary, kept up to date. 

5. Kept in a form which permits identification of data subjects for no longer than is necessary 

for the purposes for which the personal data are processed. 

6. Processed in a manner that ensures appropriate security of the personal data against 

unauthorised processing, accidental loss, destruction, or damage, using appropriate 

technical or organisational measures. 

 

Compliance with the Data Protection Principles and Data Protection Legislation 

 

To comply with these principles and meet all Data Protection obligations as stipulated in Data 

Protection legislation, the school will: 

 

• Raise awareness of Data Protection across the school. 

• Offer Data Protection training to all employees and governors. 

• Create a Data Protection policy for the school that is updated annually. 

• Complete a personal data processing audit, which lists the following: 

o Name of the personal data set; 
o Purpose for processing this personal data set; 
o Who the data set is shared with; 
o Whether the data transferred to another country; 
o How long do we keep the personal data set (retention); 
o The technical and organisational security measures to protect the personal data set; 
o The legal basis for processing as described above (1); 
o If consent is the legal basis for processing, details of the evidence of this consent. 

• Put any risks found from the personal data processing audit process into a risk register. 

• Review the school’s consent forms so they meet the higher standards of GDPR, create 

an audit trail showing evidence of consent. 

• Seek the consent of parents or legal guardians where students are required to provide 

consent for data processing; this is applicable to online services such as Apple IDs and 

Google Apps for Education. This rule is subject to certain other exceptions such as 

counselling services. 

• Register with the Information Commissioners Officer as a data controller. 

• Appoint a Data Protection officer who will monitor compliance with the GDPR and other 

Data Protection laws. 

• Create a privacy notice that will let individuals know who we are, why we are processing 

their data and if we share their data. 

• Create a system to allow data subjects to exercise their rights: 
o Right to be informed via a privacy notice; 
o Right of access via a subject access request within 1 month; 
o Right of rectification to incorrect data within 1 month; 
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o Right to erasure unless there is a legal reason for processing their data; 
o Right to restrict processing to the bare minimum; 
o Right to data portability to receive their data in the format they request; 
o Right to object to personal data being used for profiling, direct marketing, or 

research purposes; 
o Rights in relation to automated decision making and profiling; 

• Amend any business contracts with suppliers to ensure that they will conform to new 

Data Protection legislation. 

• Implement technical and organisational controls to keep personal data secure. 

• Use Privacy Impact Assessments to assess the privacy aspects of any projects or systems 

processing personal data. 

• Ensure an adequate level of protection for any personal data processed by others on 

behalf of the school that is transferred outside the European Economic Area. 

• Investigate all information security breaches, and if reportable, report to the 

Information Commissioners Office within 72 hours. 

• Undertake data quality checks to ensure personal data is accurate and up to date. 

• Demonstrate our compliance in an accountable manner through audits, spot checks, 

accreditations, and performance checks. 

• Support the pseudonymisation and encryption of personal data. 

 

Rights of the Individual 

The list of rights that a data subject (person who the data is about) can exercise has been widened 

by Section 2 of the GDPR: 

• The right to be informed; via privacy notices; 

• The right of access; via subject access requests (SARS), the timescale for response has 

been reduced from 40 calendar days to one calendar month. SARs must be free of 

charge; charges can only be made for further copies or where requests for information 

are unfounded or excessive; 

• The right of rectification; inaccurate or incomplete data must be rectified within one 

month; 

• The right to erasure; individuals have a right to have their personal data erased and to 

prevent processing unless we have a legal obligation to do so; 

• The right to restrict processing; individuals have the right to suppress processing; 

• The right to data portability; we need to provide individuals with their personal data in 

a structured, commonly used, machine-readable form when asked; 

• The right to object; individuals can object to their personal data being used for profiling, 

direct marketing, or research purposes; 

• Rights in relation to automated decision making and profiling; GDPR provides 

safeguards for individuals against the risk that a potentially damaging decision is taken 

without human intervention. 
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The school will ensure that data subjects can exercise these rights. 

Data Protection Officer 

Remit of the Data Protection Officer 

The General Data Protection Regulation (GDPR) provides a modernised, accountability-based 
compliance framework for Data Protection in Europe. Data Protection Officers (DPOs) will be at the 
heart of this new legal framework, facilitating compliance with the GDPR.  

DPOs are not personally responsible for compliance with the GDPR. The GDPR makes it clear that 
Data Protection compliance is the responsibility of the controller. The controller is an organisation 
that determines how personal data is processed, in this case, the school. Responsibility also lies 
with any processors; these are organisations that process personal data on behalf of the controller. 

The DPO role can be assigned to an existing member of staff as part of their existing duties, or it 
could be a new post or a contracted external individual or organisation.  

Article 38(6) of the GDPR allows DPOs to ‘fulfil other tasks and duties’. It requires, however, that 
the organisation ensure that ‘any such tasks and duties do not result in a conflict of interests’. The 
absence of conflict of interests is closely linked to the requirement to act in an independent 
manner. Although DPOs are allowed to have other functions, they can only be entrusted with other 
tasks and duties if these do not give rise to conflicts of interests. This entails, that the DPO cannot 
hold a position within the organisation that leads him or her to determine the purposes and the 
means of the processing of personal data. Due to the specific organisational structure in each 
organisation, this must be considered case by case. 

What experience, knowledge and skills are needed to be a DPO? 

Article 37(5) of the GDPR states that the DPO ‘shall be designated based on professional qualities 
and, in particular, expert knowledge of Data Protection law and practices and the ability to fulfil 
the tasks referred to in Article 39’. Recital 97 provides that the necessary level of expert knowledge 
should be determined according to the data processing operations carried out and the protection 
required for the personal data being processed.  
 
The required level of expertise is not strictly defined, but it must be commensurate with the 
sensitivity, complexity, and amount of data the school processes. For example, where a data 
processing activity is particularly complex, or where a large amount of sensitive data is involved, 
the DPO may need a higher level of expertise and support. The DPO should thus be chosen 
carefully, with due regard to the Data Protection issues that arise within the organisation.  
 
Although Article 37(5) does not specify the professional qualities that should be considered when 
designating the DPO, it is a relevant element that DPOs should have expertise in Data Protection 
laws and practices and an in-depth understanding of the GDPR. It is also helpful if the school 
promotes adequate and regular training for DPOs.  
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The DPO should also have sufficient understanding of the processing operations carried out, as well 
as the information systems, and data security and Data Protection needs of the school.  
 
The DPO should also have a sound knowledge of the administrative rules and procedures of the 
school. 

Personal qualities should include integrity and high professional ethics; the DPO’s primary concern 
should be enabling compliance with the GDPR. The DPO plays a key role in fostering a Data 
Protection culture within the organisation and helps to implement essential elements of the GDPR. 

The DPO operates independently and cannot be dismissed or penalised for performing their tasks 
in relation to Data Protection legislation. Also, adequate resources should be provided to enable 
DPOs to meet their GDPR obligations. 

The contact details of the DPO should include information allowing data subjects and the 
Information Commissioners Office to reach the DPO in an easy way (a postal address, a dedicated 
telephone number, and a dedicated e-mail address). When appropriate, for purposes of 
communications with the public, other means of communications could also be provided, for 
example, a dedicated hotline, or a dedicated contact form addressed to the DPO on the school's 
website. 

Responsibilities of the DPO 

● The DPO should be invited to participate regularly in meetings of senior and middle 
management.  

● The DPO should inform and advise the school and its employees about their obligations to 
comply with GDPR and other Data Protection laws. 

● The DPO should monitor compliance with the GDPR and other Data Protection laws, 
including: 

o Managing internal Data Protection activities 

o Advise on Data Protection impact assessments (privacy impact assessments) 

o Train staff 

o Conduct internal audits 

o Collect information to identify processing activities 

o Analyse and check the compliance of processing activities 

o Information, advice, and issue recommendations to the school 

● The DPO should be the first point of contact for the Information Commissioners Office and 
for individuals whose data is being processed 

● The DPO should create inventories and hold a register of processing operations based on 
information provided to them by the various school departments responsible for the 
processing of personal data 

● Investigate all information security breaches and if reportable, report to the Information 

Commissioners Office within 72 hours. 
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GDPR contains a new obligation on data controllers to report data breaches. Article 4 of the 
Regulation defines a personal data breach as: 

"a breach of security leading to the accidental or unlawful destruction, loss, alteration, 
unauthorised disclosure of, or access to, personal data transmitted, stored or otherwise 
processed" 

Article 33 of the Regulation requires that, as soon as the data controller becomes aware that a 
personal data breach has occurred, it should without undue delay and, where feasible, not later 
than 72 hours after having become aware of it, notify the personal data breach to the 
Information Commissioners Office, unless the controller is able to demonstrate that the breach 
is unlikely to result in a risk for the rights and freedoms of individuals. Where this cannot be 
achieved within 72 hours, an explanation of the reasons for the delay should accompany the 
notification to the ICO and information may be provided in phases without undue further delay. 

A notification to the ICO must "at least":  

● describe the nature of the personal data breach, including the number and categories of 
data subjects and personal data records affected;  

● provide the Data Protection officer’s contact information;  
● describe the likely consequences of the personal data breach; and  
● describe how the controller proposes to address the breach, including any mitigation 

efforts.  

Also, data subjects should be notified without undue delay if the personal data breach is likely to 
result in a high risk to their rights and freedoms, to allow them to take the necessary 
precautions. This notification should describe the nature of the personal data breach as well as 
recommendations for the individual concerned to mitigate potential adverse effects. This should 
be done as soon as reasonably feasible, and in close cooperation with the Information 
Commissioners Office and respecting guidance provided by it or other relevant authorities (e.g., 
law enforcement authorities). 

GDPR introduces much higher fines for information security breaches. For some breaches of the 
regulation (e.g., failing to comply with data subjects’ rights or the conditions for processing) data 
controllers can receive a fine of up to 4% of global annual turnover for the preceding year (for 
undertakings) or 20 million Euros. For other breaches (e.g., failing to keep records or complying 
with security obligations) the fine can be up to 10 million Euros or 2% of global annual turnover 
(for undertakings).  

This is the Information Commissioners Office 'Report a Breach' web page: https://ico.org.uk/for-

organisations/report-a-breach/  

 

 

 

● Undertake data quality checks to ensure personal data is accurate and up to date. 
 

https://ico.org.uk/for-organisations/report-a-breach/
https://ico.org.uk/for-organisations/report-a-breach/
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One of the new Data Protection principles states that personal data should be accurate and up 
to date, and people now have the right of rectification to incorrect data within 1 month. 
Therefore, ensuring that the personal data that we are processing is accurate is a priority. 
Regular checks should be made to ensure that data quality is high.  

 
● Demonstrate our compliance in an accountable manner through audits, spot checks, 

accreditations, and performance checks. 
 

GDPR includes an accountability principle which means that schools need to not just comply 
with Data Protection legislation but be able to demonstrate their compliance. This can be done 
by completing all the steps on this to do list and by undertaking audits, spot checks, 
accreditations, and performance checks. 

 
Contact 

 

Contact the Data Protection Officer by:  

 

Email:  school@haslingdenhigh.com    

Phone:  01706 215726 

Post:  Broadway, Haslingden, Lancashire BB4 4EY  

 

Version Control   

 

Named Owner: Justin Roper – Data Protection Officer 
Julie Langham – Business Manager 

Version Number: 1.00 

Date Of Creation: May 2018 

Last Review: June 2021 

Next Scheduled Review: September 2021 

Overview of Amendments 
to this Version: 

DPO contact email address changed. 
Name of owner changed due to change in personnel 

 
 
 

 

 

 

 

 

  

mailto:school@haslingdenhigh.com
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School Records & Information Management Policy 

 

Adapted from IRMS policy 

 

Section 46 of the Freedom of Information Act (2000) requires schools, as public bodies, to follow a 

Code of Practice for managing their records.  The School recognises that by efficiently managing its 

records, it will be able to comply with its legal and regulatory obligations and to contribute to the 

effective overall management of the institution. Records provide evidence for protecting the legal 

rights and interests of the school and provide evidence for demonstrating performance and 

accountability. This document provides the policy framework through which this effective 

management can be achieved and audited. It covers: 

• Scope 

• Responsibilities 

• Relationships with existing policies 

 

1. Scope of the policy 

1.1 This policy applies to all records created, received or maintained by staff of the school in the 

course of carrying out its functions. 

1.2 Records are defined as all those documents which facilitate the business carried out by the 

school and which are thereafter retained (for a set period) to provide evidence of its transactions or 

activities. These records may be created, received or maintained in hard copy or electronically. 

 

2. Responsibilities 

2.1 The school has a corporate responsibility to maintain its records and record keeping systems in 

accordance with the regulatory environment. The person with overall responsibility for this policy is 

the Head of the School. 

2.2 The person responsible for records management in the school will give guidance for good 

records management practice and will promote compliance with this policy so that information will 

be retrieved easily, appropriately and in a timely way. They will also monitor compliance with this 

policy by surveying at least annually to check if records are stored securely and can be accessed 

appropriately. 

2.3 Individual staff and employees must ensure that records for which they are responsible are 

accurate, and are maintained and disposed of in accordance with the school’s records management 

guidelines. 

 

3. Relationship with existing policies 

This policy has been drawn up within the context of: 

• Freedom of Information policy 

• Data Protection policy 

• Online Safety and IT Security Policy 
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• Child Protection and Safeguarding Policy 

• and with other legislation or and with other legislation or regulations (including audit, equal 

opportunities and ethics) affecting the school. 

 

Safe Destruction of Data 

 

This checklist has been produced in accordance with the guidance produced by the DFE in April 2018 

in the “GDPR Toolkit for Schools” and is in accordance with the Data Protection rules and Freedom 

of Information Act (2000) legislation. 

 

A. Safe Destruction of Data 

(i) Disposal of records that have reached the end of the minimum retention period allocated 

The fifth Data Protection principle as per the Data Protection rules (updated for GDPR) states that: 

 

“Personal data processed for any purpose or purposes shall not be kept for longer than is necessary 

for that purpose or those purposes” 

 

In each school, staff must ensure that records that are no longer required for business use are 

reviewed as soon as possible under the criteria set out so that only the appropriate records are 

destroyed. 

 

The school review will determine whether records are to be selected for permanent preservation, 

destroyed, digitised to an electronic format or retained by the school for research or litigation 

purposes. 

 

Whatever decisions are made they need to be documented as part of the records management 

policy within the school. 

 

(ii)  Safe destruction of records 

 

All records containing personal information, or sensitive policy information should be made either 

unreadable or unreconstructable. 

• Paper records should be shredded using a cross-cutting shredder 

• CDs / DVDs / Floppy Disks should be cut into pieces 

• Audio / Video Tapes and Fax Rolls should be dismantled and shredded 

• Hard Disks should be dismantled and sanded 

 

Any other records should be bundled up and sent to a confidential waste disposal service.   

 

a) Where an external provider is used it is recommended that all records must be shredded on-site 

in the presence of an employee. The organisation must also be able to prove that the records have 
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been destroyed by the company who should provide a Certificate of Destruction. Staff working for 

the external provider should have been trained in the handling of confidential documents. 

 

The shredding needs to be planned with specific dates and all records should be identified as to the 

date of destruction.  

 

It is important to understand that if the records are recorded as to be destroyed but have not yet 

been destroyed and a request for the records has been received they MUST still be provided. 

 

b) Only licenced providers may destroy electronic media.  This company must provide a certificate 

detailing the media destroyed.  This is to be kept in school. 

 

c) Where records are destroyed internally, the process must ensure that all records are recorded 

are authorised to be destroyed by the Business Manager and the destruction recorded. Records 

should be shredded as soon as the record has been documented as being destroyed. 

 

(iii) Freedom of Information Act 2000 (FoIA 2000) 

The Freedom of Information Act 2000 requires the school to maintain a list of records which have 

been destroyed and who authorised their destruction 

Members of staff should record at least: 

• File reference (or other unique identifier); 

• File title (or brief description); 

• Number of files and date range 

• The name of the authorising officer 

• Date action taken 

 

Following this guidance will ensure that the school is compliant with the Data Protection rules and 

the Freedom of Information Act 2000.
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Procedures for the retention of statutory information 

 

Information extracted from IRMS toolkit for schools – statutory sections only 

 

Section 1: Non-student Information 

 

2.1 Human Resources  

 Basic file description DP 

Issues 

Statutory Provisions Retention Period [Operational]  Action at the end of the 

administrative life of the 

record 

Person responsible 

2.1.4

  

  

 

Pre-employment 

vetting information – 

DBS Checks 

No DBS Update Service Employer 

Guide June 2014: Keeping 

children safe in education. July 

2015 (Statutory Guidance from 

Dept. of Education) Sections 73, 

74 

The school does not have to keep 

copies of DBS certificates. If the 

school does so the copy must NOT 

be retained for more than 6 months 

 KTU 

2.1.6 Pre-employment 

vetting information – 

Evidence proving the 

right to work in the 

United Kingdom 

Yes An employer’s guide to right to 

work checks [Home Office May 

2015] 

Where possible these documents 

should be added to the Staff 

Personal File [see below], but if they 

are kept separately then the Home 

Office requires that the documents 

are kept for termination of 

Employment plus not less than two 

years 

 KTU 
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2.2 Operational Staff Management 

 Basic file description DP 

Issues 

Statutory Provisions Retention Period [Operational]  Action at the end of the 

administrative life of the 

record 

Person responsible 

2.2.1 

 

Staff Personal File Yes Limitation Act 1980 (Section 2) Termination of Employment + 6 

years  

 

‘We need to keep information in 

order to provide a reference for an 

employee, and therefore 

disciplinary information relating to 

live warnings that are in place when 

the person leaves or anything 

relating to safeguarding should be 

retained indefinitely, in order to 

meet the requirement to share 

relevant information (if asked) with 

a future employer of the individual. 

The information could be securely 

stored electronically rather than a 

paper file if that is more appropriate 

for the school. 

 

Information on spent disciplinary 

warnings that are not related to 

safeguarding does not need to be 

retained past the 6 years.’* 

SECURE DISPOSAL KTU 

 

*LCC advice 
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2.3 Management of Disciplinary and Grievance Processes 

 Basic file description DP 

Issues 

Statutory Provisions Retention Period [Operational]  Action at the end of the 

administrative life of the 

record 

Person responsible 

2.3.1 

 

  

 

  

 

Allegation of a child 

protection nature 

against a member of 

staff including where 

the allegation is 

unfounded 
Employers are required to take a 

“clear copy” of the documents 

which they are shown as part of 

this process 

Yes “Keeping children safe in 

education Statutory guidance for 

schools and colleges March 

2015”; “Working together to 

safeguard children. A guide to 

inter-agency working to safeguard 

and promote the welfare of 

children March 2015” 

Until the person’s normal 

retirement age or 10 years from the 

date of the allegation whichever is 

the longer then REVIEW. Note 

allegations that are found to be 

malicious should be removed from 

personnel files. If found they are to 

be kept on the file and a copy 

provided to the person concerned 

SECURE DISPOSAL  

These records must be 

shredded 

MJA 

 

2.4 Health and Safety 

 Basic file description DP 

Issues 

Statutory Provisions Retention Period [Operational]  Action at the end of the 

administrative life of the 

record 

Person responsible 

2.4.3 Records relating to 

accident/ injury at 

work 

Yes  Date of incident + 12 years 

In the case of serious accidents, a 

further retention period will need 

to be applied 

SECURE DISPOSAL DDA 

2.4.4 Accident Reporting Yes Social Security (Claims and 

Payments) Regulations 

1979 Regulation 25. Social Security 

Administration 

Act 1992 Section 8. Limitation Act 

1980 

 SECURE DISPOSAL DDA 
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 Adults   Date of the incident + 6 years SECURE DISPOSAL DDA 

 Children   DOB of the child + 25 years SECURE DISPOSAL DDA 

2.4.5

  

 

Control of Substances 

Hazardous to Health 

(COSHH) 

No Control of Substances Hazardous 

to Health 

Regulations 2002. SI 2002 No 2677   

Regulation 

11; Records kept under the 1994 

and 1999 

Regulations to be kept as if the 

2002 Regulations had not been 

made.  Regulation 18 (2) 

Current year + 40 years SECURE DISPOSAL Science Technicians 

2.4.6 Process of monitoring 

of areas where 

employees and 

persons are likely to 

have become in 

contact with asbestos 

No Control of Asbestos at Work 

Regulations 2012 SI 1012 No 632 

Regulation 19 

Last action + 40 years SECURE DISPOSAL DDA 

2.4.7 Process of monitoring 

of areas where 

employees and 

persons are likely to 

have become in 

contact with radiation 

No  Last action + 50 years SECURE DISPOSAL Science Technicians 

 

 

 

 

2.5 Payroll and Pensions 

 Basic file description DP 

Issues 

Statutory Provisions Retention Period [Operational]  Action at the end of the 

administrative life of the 

record 

Person responsible 
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2.5.1 Maternity pay records Yes Statutory Maternity Pay (General) 

Regulations 1986 (SI1986/1960), 

revised 1999 (SI1999/567) 

Current year + 6 years SECURE DISPOSAL DDA 

2.5.2 Records held under 

Retirement Benefits 

Schemes (Information 

Powers) Regulations 

1995 

Yes  Current year + 6 years SECURE DISPOSAL DDA 

 

3.2 Accounts and Statements including Budget Management 

 Basic file description DP 

Issues 

Statutory Provisions Retention Period [Operational]  Action at the end of the 

administrative life of the 

record 

Person responsible 

3.3.1 Annual Accounts No  Current year + 6 years STANDARD DISPOSAL DDA 

3.3.2 Loans and grants 

managed by the school 

No  Date of last payment on the loan + 

12 years then REVIEW 

SECURE DISPOSAL DDA 

3.3.3 Student Grant 

applications 

No  Current year + 3 years SECURE DISPOSAL DDA 

3.3.4 All records relating to 

the creation and 

management of 

budgets including the 

Annual Budget 

statement and 

background papers 

No  Life of the budget + 6 years SECURE DISPOSAL DDA 

3.3.5 Invoices, receipts, 

order books and 

requisitions, delivery 

notices 

No  Current financial year + 6 years SECURE DISPOSAL DDA 

3.3.6 Records relating to the 

collection and banking 

of monies 

No  Current financial year + 6 years SECURE DISPOSAL DDA 
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3.3.7 Records relating to the 

identification and 

collection of debt 

No  Current financial year + 6 years SECURE DISPOSAL DDA 

 

 

3.4 Contract Management 

 Basic file description DP 

Issues 

Statutory Provisions Retention Period [Operational]  Action at the end of the 

administrative life of the 

record 

Person responsible 

3.4.1 All records relating to 

the management of 

contracts under seal 

 

NOT APPLICABLE 

No Limitation Act 1980 Last payment on the contract + 12 

years 

SECURE DISPOSAL DDA / MJA 

3.4.2 All records relating to 

the management of 

contracts under 

signature 

No Limitation Act 1980 Last payment on the contract + 6 

years 

SECURE DISPOSAL DDA / MJA 
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Section 2: Student Data 

 
1.3 Admissions Process 

 Basic file description

  

DP 

Issues 

Statutory Provisions Retention Period [Operational]  Action at the end of the 

administrative life of the 

record 

Person responsible 

1.3.6  

  

  

  

  

Proofs of address 

supplied by parents as 

part of the admissions 

process 

Yes School Admissions Code Statutory 

guidance for admission 

authorities, governing bodies, 

local authorities, schools 

adjudicators and admission 

appeals panels December 2014 

Current year + 1 year SECURE DISPOSAL KTA 

5.1.3 Child Protection 

information held on 

pupil file 

Yes “Keeping children safe in 

education Statutory guidance for 

schools and 

colleges March 2015”; “Working 

together to safeguard children. A 

guide to inter-agency working to 

safeguard and promote the 

welfare of children March 2015” 

If any records relating to child 

protection issues are placed on the 

pupil file, it should be in a sealed 

envelope and then retained for the 

same period as the pupil file. 

SECURE DISPOSAL – these 

records MUST be 

shredded. 

 

No facility in SIMS to 

delete. 

RCL 

5.1.4 Child protection 

information held in 

separate files 

Yes “Keeping children safe in 

education Statutory guidance for 

schools and 

colleges March 2015”; “Working 

together to safeguard children. A 

guide to inter-agency working to 

safeguard and promote the 

welfare of children March 2015” 

DOB of the child + 25 years then 

review. This retention period was 

agreed in consultation with the 

Safeguarding Children Group on the 

understanding that the principal 

copy of this information will be 

found on the Local Authority Social 

Services record 

SECURE DISPOSAL – these 

records MUST be 

shredded 

 

No facility in SIMS to 

delete. 

RCL 

 
5.2.1 Attendance Registers Yes School attendance: Departmental 

advice for maintained schools, 

academies, independent schools 

Every entry in the attendance 

register must be preserved for a 

Archive data from SIMS KTA 
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and local authorities October 

2014 

period of three years after the date 

on which the entry was made. 

5.2.2 Correspondence 

relating to authorized 

absence 

Yes Education Act 1996 Section 7 Current academic year + 2 years SECURE DISPOSAL KTA 

 

5.3 Special Educational Needs 

 Basic file description DP 

Issues 

Statutory Provisions Retention Period [Operational]  Action at the end of the 

administrative life of the 

record 

Person responsible 

5.3.1 Special Educational 

Needs files, reviews 

and Individual 

Education Plans 

Yes Limitation Act 1980 (Section 2) Date of Birth of the pupil + 25 years No facility in SIMS to 

delete. 

SENCO 

5.3.2 Statement maintained 

under section 234 of 

the Education Act 1990 

and any amendments 

made to the statement 

Yes Education Act 1996 Special 

Educational Needs and Disability 

Act 2001 Section 1 

Date of birth of the pupil 

+ 25 years [This would normally be 

retained on the pupil file] 

No facility in SIMS to 

delete. 

 

SECURE DISPOSAL unless 

the document is subject to 

a legal hold 

SENCO 

5.3.3 Advice and information 

provided to parents 

regarding educational 

needs 

Yes Special Educational Needs and 

Disability Act 2001 Section 2 

Date of birth of the pupil 

+ 25 years [This would normally be 

retained on the pupil file] 

No facility in SIMS to 

delete. 

 

SECURE DISPOSAL unless 

the document is subject to 

a legal hold 

SENCO 

5.3.4 Accessibility Strategy Yes Special Educational Needs and 

Disability Act 2001 Section 14 

+ 25 years [This would normally be 

retained on the pupil file] 

No facility in SIMS to 

delete. 

 

SECURE DISPOSAL unless 

the document is subject to 

a legal hold 

SENCO 
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7.1 Educational Visits outside the Classroom 

 Basic file description DP 

Issues 

Statutory Provisions Retention Period [Operational]  Action at the end of the 

administrative life of the 

record 

Person responsible 

7.1.1 Records created by 

schools to obtain 

approval to run an 

Educational Visit 

outside the Classroom 

– Secondary Schools 

No Outdoor Education Advisers’ Panel 

National Guidance website 

http://oeapng.info specifically 

Section 3 - “Legal Framework and 

Employer Systems” and Section 4 - 

“Good Practice”. 

Date of visit + 10 years SECURE DISPOSAL GWI / PRI 

7.1.3 Parental permission 

slips for school trips – 

where there has been 

a major incident 

Yes Limitation Act 1980 (Section 2) DOB of the pupil involved in the 

incident + 25 years 

The permission slips for all the 

pupils on the trip need to be 

retained to show that the rules had 

been followed for all pupils 

 GWI / PRI 
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Non-statutory student information for retention 

 

Information should be retained until the child reaches the age of 25, the cut off point for when legal action against the school may be taken. 
 

Procedures for the deletion of data from SIMS.net (updated April 2021) 

 

Advice from Lynn Brewer, Education Solicitor, LCC: 

 

As you will be aware, we should only keep data as long as is necessary. Retention periods ought to be set out in the retention policy and these 

should be adhered to and records destroyed. (Obviously you would not destroy records at the end of the retention period if they were required 

at that point, for instance for the purposes of a court hearing) 

The general advice regarding school records is that they are kept until the student reaches 25 years old. This will generally protect the school 

against any legal claims that may be made by the parents or the pupil themselves.  

 
 

1. Bulk deletion of attendance data 
 
The law states data must be kept for 3 years after the current academic year (see above).  The attendance officer (Karen Taylor) will liaise with the SIMS 
Manager (Justin Roper) regarding the years to delete.  SIMS by default prevents data deletion of attendance marks less than 3 years before the current 
academic year.  KTA will archive data prior to deletion.  Deletion to be carried out by SIMS Manager (Justin Roper).  
 
2. Bulk deletion of curriculum information 
 
There is no statutory provision for data retention.  SIMS by default prevents data deletion of curriculum data less than 3 years before the current academic 
year. Data from the first available academic year will be deleted each year.  Deletion to be carried out by SIMS Manager. 
 
3. Bulk deletion of conduct data (achievements and behaviour) 
 
There is no statutory provision for data retention.  SIMS by default prevents data deletion of conduct data less than 3 years before the current academic 
year.  Data from the first available academic year will be deleted each year.  Deletion to be carried out by SIMS Manager.  
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4. Exclusions Data 
 
Data will be deleted after the former student passes the age of 25. 
 
5. Performance Data 
 
This includes KS2 data, assessments and data collection carried out during the student’s progress through school, and GCSE / A level grades.  Data will be 
deleted when the former student passes the age of 25; former students making enquiries will need to contact exam boards. 
 

 
 

 
 
 

 
5.1 Pupil’s Educational Record 

• If the pupil has attended an early years setting, then the record of transfer should be included on the pupil file 
• Admission form (application form) 
• Privacy Notice [if these are issued annually only the most recent need be on the file] 
• Photography Consents 
• Years Record 
• Annual Written Report to Parents 
• National Curriculum and Religious Education Locally Agreed Syllabus Record Sheets 
• Any information relating to a major incident involving the child (either an accident or other incident) 
• Any reports written about the child 
• Any information about a statement and support offered in relation to the statement 
• Any relevant medical information (should be stored in the file in a sealed envelope clearly marked as such) 
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• Child protection reports/disclosures (should be stored in the file in a sealed envelope clearly marked as such) 
• Any information relating to exclusions (fixed or permanent) 
• Any correspondence with parents or outside agencies relating to major issues 
• Details of any complaints made by the parents or the pupil 
 
 
 
 
 

 Basic file description DP 

Issues 

Statutory Provisions Retention Period [Operational]  Action at the end of the 

administrative life of the 

record 

5.1.1 Pupil’s Educational Record 

required by The Education 

(Pupil Information) 

(England) Regulations 

2005 

Yes The Education (Pupil Information) 

(England) Regulations 

2005  SI 2005  No. 1437 

 

Limitation Act 1980 (Section 2) 

 

 

Date of Birth of the pupil + 25 years  

The school which the pupil attended until 
statutory school leaving age is responsible 
for retaining the pupil record until the pupil 
reaches the age of 25 years.(IRMS) 

Annual data deletion from SIMS 

of data where pupil is 25 or 

older. 

5.1.2 Examination Results – 

Pupil Copies 

  

(Public) 

Yes  This information should be added to the 

pupil file 

 

 

External exam results to be 

retained in SIMS 
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Data Risk Assessment / Audit (see also GDPR shared drive) 

 

Who 

What When Who Where 

Description of data 

Type of data 
(Personal) 
(Special) How is it collected? Legal basis 

What is it used for? 
Does it leave the school 
site? 

Updated Retention 
Who has access 
to it? 

Who is it shared 
with? 

Where is it stored?  What 
security measures are in 
place to protect it? 

PD SD 

ST
U

D
EN

TS
 A

N
D

 P
A

R
EN

TS
 

 

Student Admission 
Forms  
Name  
DOB   
Address/telephone 
numbers  
Email addresses 
Contact details for 
parents  
Emergency Contact  
Details    
Gender   
SEND info  
Previous education 
history   
Medical details   
Ethnicity   
Religion   

X  X  

Paper form completed by 
parent on entry and 
reviewed annually, 
inputted into secure cloud 
storage (Hosted SIMS) held 
within UK. 
Data made available via 
SIMS Parent to allow 
parents to check and 
suggest updates. 
CTF 

Compliance 
with Legal 
Obligation/   
Public Task   

To administer student 
education and welfare  
  
Colleagues may access 
SIMS remotely using 
remote desktop services 
– additional 
authentication required 
as well as SIMS 
credentials. 
 
CPOMS may be 
accessed remotely (dual 
factor authentication in 
place). 
 
Staff laptops and iPads 
are encrypted.  

Entry to 
Year 7 / 12.  
Messages 
sent to 
parents 
when 
reports are 
issued.   

Until student 
is 25  

 
Relevant school 
personnel 
 
See SIMS access 
permissions 
  
 

  
Relevant school  
personnel  
  
Other schools  
(CTF)  
  
LA  
  
DfE  
  

Hosted SIMS.net and 
Teacher App. 
  
Hosted on Capita external 
server.  Strong password 
rules apply. 
  
Paper documents and 
registers held in secure 
offices 
 
Paper documents scanned 
into CPOMS (UK database, 
dual factor authentication) 

Medical conditions/ 
dietary  
Requirements / 
administering of 
medicines    

X  X  

  
Admissions form 
completed by parent on 
entry and  
reviewed annually   
  
Healthcare Plans  

Compliance 
with Legal 
Obligation/  
Public Task  

Annually or 
when 
informed by 
parents  

Until student 
is 25 

Relevant school 
personnel  
  
Other schools  
(CTF)  
  
Medical 
professionals  
  

  
Other Student Records   

  
X  

  
X  

Student reports  
  
Letters from professionals  
   
Info from previous 
educational establishments  

Compliance 
with Legal 
Obligation/   
Public Task  

As 
necessary   

Until 
student is 
25 

Relevant school  
personnel  
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ST
U

D
EN

TS
 A

N
D

 P
A

R
EN

TS
 

Attendance registers 
Student absence 
documentation   

X    

  
Statutory registers and 
lesson registers 
VM left by parent 
(Requests for absence)  
Other letters from 
parents requesting 
absence  

Compliance 
with Legal 
Obligation/   
Public Task  

To administer student 
education and welfare 
  
Colleagues may access 
SIMS remotely using 
remote desktop services – 
additional authentication 
required as well as SIMS 
credentials. 
 
CPOMS may be accessed 
remotely (dual factor 
authentication in place). 
 
Staff laptops and iPads 
are encrypted. 

As 
necessary  

Academic year 
+2 

  

Relevant school 
personnel 
 
See SIMS access 
permissions 
  
  
 

Admin staff  

 
LA attendance 
team if appropriate  

Hosted SIMS.net and 
Teacher App. 
  
Hosted on Capita external 
server.  Strong password 
rules apply. 
  
Paper documents and 
registers held in secure 
offices 
 
Paper documents scanned 
into CPOMS (UK database, 
dual factor authentication)  
 
  

SEND information    X X  

  
EHCP documents  
  
SEND register/provision 
map  
  
Progress overviews   

Compliance with 
Legal 
Obligation/   
Public Task  

As necessary 
  
Annual 
reviews  

Until student is 
25 

Relevant school  
personnel  
  
Local Authority 
and Multi Agencies 
e.g. Family  
Support Workers, 
School Nurse etc.   
  
Other schools  
(CTF)  
  
Medical  
professionals  
  

FSM/PP/LAC   X X  

  
  
  
  
Internal data tracking  
documents/reports  
  
  

Compliance 
with Legal 
Obligation/   
Public Task  

Annually or 
when 
informed 
by parents  

Until student is 
25 

Relevant school 
personnel  
  
Other schools  
(CTF)  
  
LA  
  
DfE  
  
Medical 
professionals  
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ST
U

D
EN

TS
 A

N
D

 P
A

R
EN

TS
 

 

Official school portrait 
and other photos (taken 
by adults or students and 
only within scope of 
Online Safety policy) 

X    

School cameras and IPads, 
uploaded to cloud storage 
e.g. iCloud, Google Drive, 
Hosted SIMS explorer, 
school network 
  
School photographer    
  
 

Consent for 
publication  
  
Public Tasks for 
identification    

Curriculum e.g. seating 
plans 
  
Record keeping  
  
Safeguarding  
  
Historical interest 
Publicity to include 
social media  

Annually  

Official school 
portrait - until 
student is 25 

 
Curriculum – 
academic year 
+2 

IT personnel, 
SIMS admins; 
public (on  
website)  
  

Relevant school 
personnel  
  
Public (displays,  
website, news) 

See above 
 
Cloud storage 
 
School network 
 
Local iPad / laptop storage 
 
Website & social media 
  

Video/Audio Recording   X X  

Curriculum 
  
Record keeping  
  
Safeguarding  
  
Historical interest  
  
Publicity to include social 
media  
   

Daily  

Curriculum – 
academic year 
+2; others 
until student is 
25  

 

Relevant school 
personnel  
  
Public (displays, 
website, news)  

Child protection, 
behaviour incidents, 
parental contacts  

X    

 CPOMS and SIMS.net  

 
paper records 

Public Tasks  
  
Vital Interests  

To administer student  
education and welfare  
  
Safeguarding  
  
Reporting serious 
incidents  
  
May be accessed outside  
school with consent, see 
above.  

As 
necessary   

Until student is 
25  
  

HT, DSL, 
pastoral team, 
SLT 
  

Relevant school 
personnel  
  
LA   
  

Paper records to be kept 
separate from student’s  
main file  
  
CPOMS dual 
authentication 
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ST
U

D
EN

TS
 A

N
D

 P
A

R
EN

TS
 

 

Accident reports and 
accident investigation   X    

  
Accident book  
Online accident reporting 
secure portal  

  Compliance 
with legal 
obligation  

Safeguarding and  
student welfare  
  
(Does not leave school  
site)   
  
  

N/A  

Until student is 
25  
  

HT, Business 
Manager 
  

Relevant school  
personnel  
  
LA   
  
HSE  

  
Digitally on school servers  
  
Secured in BM office 
  
  

Attainment and progress 
data/curriculum records   X    

  
Student trackers  
  
Student progress 
documentation  
  
National testing 
documents  
  
National testing 
results   

Compliance 
with Legal 
Obligation/   
Public Task  

To administer student 
education and welfare  
– tracking and reporting 
progress  
and attainment   
 
Colleagues may access 
SIMS remotely using 
remote desktop services 
– additional 
authentication required 
as well as SIMS 
credentials. 
 
CPOMS may be accessed 
remotely (dual factor 
authentication in place). 
 
Staff laptops and iPads 
are encrypted. 

Sept, Nov, 
Feb, Apr 
and July  

Whilst 
operationally 
required (6.1)  

  
  
  
  
HT, CT External  
IT personnel  
  

All relevant school 
staff 
 
Support staff  
  
Parents  
  
Other schools  
(CTF)  
  
LA  
  
DfE  

Hosted SIMS.et (Capita), 
Cloud hosted (e.g. Google 
Drive, iCloud), on an app 
(e.g. iDoceo), school 
servers 
  
Paper copies kept securely 
(lockup) 

Communication with 
parents   X    

  
Student reviews 
  
Feedback  
  
Personal letters  

Public Task  

To administer student 
education and welfare  
 
May be accessed outside 
school with consent, see 
above.  

N/A  

Retain while 
student is at 
school then to 
new school  
(5.13)  

HT, AO, CT, 
External IT 
personnel  

School staff as 
appropriate  

Digitally on school server  
  
Paper copies stored in 
locked cupboard  
  

  
School trip information 
including name, medical  
and emergency contact 
details  

X    

  
Paper copies completed by 
parents  Public Task  

To administer student  
education and welfare  
 
May be accessed outside 
school with consent, see 
above. 

As 
necessary   

Date of event  
+ 1 year  
(5.17)   

School staff   

School staff as 
appropriate and 
agents running 
trip.   

Paper copies stored in 
locked cupboard  
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External examination 
results   X    

  
Data transfer from 
examining and awarding 
bodies 

 
Copies printed  
  
  

Compliance 
with Legal 
Obligation/   
Public Task  

To administer student 
education on behalf of  
DfE  
May be accessed outside 
school with consent, see 
above.  

N/A  DOB +22 years 
(5.21/5.14)  

Exams team, 
relevant school 
staff  

Parents / students 
  
DfE / other 
statutory bodies  

Hosted SIMS.et (Capita), 
Cloud hosted (e.g. Google 
Drive, iCloud), on an app 
(e.g. iDoceo), school 
servers 

 
Paper copies kept 
securely.  
  

ST
U

D
EN

TS
 A

N
D

 P
A

R
EN

TS
 

 

Internal examination 
papers / assessments / 
other internal 
assessments 

  X  

  
Handwritten by students 

  
Compliance 
with Legal 
Obligation/   
Public Task  

To administer student 
education on behalf of  
DfE  
  
May be accessed outside  
school with consent, see 
above. 

N/A  Current Year 
+1 year (5.20)  

Relevant school 
staff  

Parents / students 
 

Paper copies stored in 
locked cupboard   
 

CCTV images   X    

  
Collected electronically   

Public Task  

Security Measures  
  
(Does not leave school 
site unless requested by 
Police)  

N/A  

In accordance 
with server 
make and 
model  

SLT, site 
managers.   

Statutory 
authorities e.g. 
Police   

Digitally on CCTV servers  
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      SCHOOL STAFF       

Who 

What When Who Where 

Description of data 

Type of 
data 
(Personal) 
(Special) 

 How is it collected? Legal basis 
What is it used for? 
Does it leave the school 
site? 

Updated Retention 
Who has access 
to it? 

Who is it shared 
with? 

Where is it stored?  What 
security measures are in 
place to protect it? 

SC
H

O
O

L 
ST

A
FF

 

Staff Application Form  
Name  
DOB   
Address  
Email  
Telephone numbers   
Contact details 
Previous educational 
history  
Previous employment 
details  

X    

  
Application form and 
Equality Monitoring Form 
completed by staff prior to 
interview 
 
SIMS.net collection form 

  

Performance of 
a contract  
  
Necessary to 
carry out tasks 
in the Public  
Interest  
  

Identification and 
checking purposes  
  
  

Whenever 
changes 
occur (e.g. 
address) 
Staff asked 
to check 
information 
annually. 

Permanent 
record kept 
  
Date of 
application + 
1 year for 
unsuccessful 
applicants  
(7.1)   

  
  
HT / HT PA, BM 
  

  
Relevant school 
personnel and   
LA  
  
Application form 
shared with 
shortlisting and 
interview panel   
  

SIMS.net (Capita hosted) 
  
Single Central Register   
(Password protected)   
  
Paper copy held in secure  
cupboard in school office  
  
   

Interview notes and 
recruitment records e.g. 
educational 
qualifications; CV; 
references; pension, next 
of kin; prohibition; right 
to work in the UK etc.   

X    

  
Application form 
completed prior to 
interview. Inputted into 
secure cloud storage 
(SIMS) held within UK. Pre-
employment check sheet.  
Staff entry form.   

Performance of  
a contract  
  
Compliance 
with Legal 
Obligation/  
Public Task   

Identification and 
checking purposes.   
Emergency contact 

Whenever 
changes 
occur 
(pension)  

End of 
employment  
+ 6 years (7.4) 
for successful 
applicants.  
Date of 
application + 
1 year for 
unsuccessful 
applicants  
(7.1)  

  
  
HT, HT PA 
  

  
Relevant school  
personnel and 
relevant interview 
panel members  

SIMS.net (Capita hosted) 
  
Single Central Register   
(Password protected)   
  
Paper copy held in secure 
cupboard in school office  
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Pre-employment vetting 
information  

  
  
  

  X  

  
DBS check; references; 
passport; driving licence; 
proof of identity checks; 
proof of right to work in 
UK; List 99 (barring list); 
Childcare Disqualification 
Staff Declaration Form.  

Compliance 
with legal 
contract 
obligation and 
compliance 
with DfE KCSiE  

Identification and 
checking purposes.   
  
(Does not leave school 
site)  
  

When next 
DBS check 
occurs   

End of  
employment  
+ 6 years (7.4)  

HT 
  

Relevant school 
personnel   
  
OFSTED  
inspectors   

Single Central Register  
(password protected)   
  
Some paper copies held in 
secure cupboard in school 
office.   

Characteristics e.g. 
nationality, ethnicity, 
sexual orientation, 
disability etc.   

  X  

  
Equality Monitoring From 
completed on entry  

Compliance 
with legal 
contract 
obligation  

Monitoring and ensuring 
of equality  
   
May be accessed outside  
school with consent, see 
above.  

If changes 
occur  

End of 
employment  
+ 7 years (7.4) 
for successful 
applicants  
   
Date of 
application + 
1 year for 
unsuccessful 
applicants  
(7.1)  

HT, HT PA 
 

Relevant school 
personnel only  

Paper copy held in secure 
cupboard in school office  

NI number, bank details, 
tax number, payroll 
number and records   

X    

  
From individual on start of  
employment  

Compliance 
with legal 
contract 
obligation  

To pay staff  
  
May be accessed outside  
school with consent, see 
above.  

Whenever 
changes 
occur  

End of 
employment  
+ 7 years (7.4)  

HT, HT PA, BM 

Relevant school  
personnel only  
  
LA – payroll 
provider  

SIMS.net (Capita hosted) 
  
Paper copy held in secure 
cupboard in school office  

Health e.g. NHS number; 
medical conditions & 
dietary requirements;  
staff sickness records; 
sickness management 
reports; OH referrals 
and reports    

X    

  
Health Declaration Form 
completed by staff on 
entry.  
  

  

Compliance 
with legal 
contract  
obligation  
  
Protection of  
vital interests  
  
Staff sickness  - 
Limitation Act  
(1980)   

To administer staff  
welfare and safety  
  
May be accessed outside  
school with consent, see 
above.  

Whenever 
changes 
occur  

Staff sickness 
records e.g. 
Doctor notes 
– academic 
year +3. (7.7  
and 7.8)  
  
Ill health 
referrals end 
of  
employment  
+ 7 years (7.4) 
for successful 
applicants.   

HT, BM, Ops 
Manager, AO, 
Staff, External 
personnel  
  

Relevant school  
personnel  
  
Other schools  
(CTF)  
  
Medical 
professionals  
 

SIMS.net (Capita hosted) 
  
Paper copy held in secure 
cupboard in school office  
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Staff transport and car 
checks   
  
  

X    

  
Insurance check (business 
for transporting children)  
  
Transporting Children 
checklist and details  
  
Car registration (number / 
make etc.) 

Compliance 
with legal 
contract 
obligation  
  
Necessary to 
carry out tasks 
in the Public 
Interest 

Insurance protection   
  
May be accessed outside  
school with consent, see 
above. 

Whenever 
changes 
occur  

End of 
employment   HT, HT PA, BM  Relevant school 

personnel   

SIMS.net (Capita hosted) 
 
Paper copy held in secure 
cupboard in school office  
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O
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FF

 

  
  
Staff annual appraisal 
records   
  
  

X    

  
Collected as part of 
appraisal cycle in 
discussion with  
individual members of staff  
  
Performance Management 
notes and observation 
notes/IPP notes and record 
on personnel file   

Compliance 
with legal 
contract  
obligation  
  
Necessary to 
carry out tasks 
in the Public  
Interest  
  

Monitoring/ 
performance of 
contract  
 
May be accessed 
outside  school with 
consent, see above. 

In line with 
appraisal 
cycle  

Current 
appraisal year 
+ 6 years (7.5)  

HT, appraiser and 
appraisee  

Recommendatio
n shared with 
GB  
pay committee  
  
OFSTED – 
anonymised  
  
Trade Union  
Associations  

School servers / iCloud / 
Google Drive 
  
Paper copy held in secure 
cupboard in school office  

  
Disciplinary Proceedings:  
substantiated 
/unsubstantiated  
  

    
X  

  
Disciplinary warnings;  
records of investigation; 
notes; GB minutes of panel 
meeting; outcome letter  

Compliance 
with legal 
contract 
obligation  
  
Necessary to 
carry out tasks 
in the Public  
Interest  
  
Limitation Act  
(1980)  
  
  

Contract/personnel 
purposes/investigati
ve  
purposes  
  
(Does not leave 
school site unless 
meeting held offsite)  

In line with 
disciplinary 
procedures  

Warnings - 
end of 
employment  
+ 7 years  
(7.4/7.13) 
Outcome  
letter - end of 
employment  
+ 7 years  
(7.11/7.13) All 
other cases – 
close of case + 
7 years (7.11)  

HT, member of 
staff/LADO/ 
disciplinary 
committee/ union 
reps  

Only shared 
with relevant 
bodies in 
connection with 
disciplinary 
process  

Held securely in staff 
personnel file  
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Disciplinary Proceedings:  
False or malicious  
  

    
X  

  
Disciplinary warnings; 
records of investigation; 
notes; GB minutes of 
panel meeting; outcome 
letter   

Compliance 
with legal 
contract 
obligation.  
  
Necessary to 
carry out tasks 
in the Public  
Interest  
  
Limitation Act  
(1980)  

Contract/personnel 
purposes/investigative  
purposes  
  
(Does not leave school 
site unless meeting held 
offsite)  

In line with 
disciplinary 
procedures  

Warnings - 
end of  
employment  
+ 7 years  
(7.4/7.13)  
  
Outcome  
letter - end of 
employment  
+ 7 years  
(7.11/7.13)  
  
All other 
cases – close 
of case + 7 
years (7.11)  

HT, member of 
staff/LADO/ 
disciplinary 
committee/ 
union reps   

Only shared with 
relevant bodies in 
connection with 
disciplinary 
process  

Held securely in staff 
personnel file  

Staff 
maternity/paternity pay  
records   

X    

  
Staff member involved in  
completing paperwork  
  

Compliance 
with legal 
contract 
obligation  
  
Necessary to 
carry out tasks 
in the Public  
Interest  
  
Statutory  
Maternity Pay  
Regulations  
(1986)  

Determine 
maternity/paternity  
pay   
  
(Does not leave school 
site)  

N/A  

Current 
academic 
year + 3 years  
(7.9)  

HT/staff  
 
LA – payroll and  
HR  

School server 

 
Held securely in staff 
personnel file  
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Accident reports: adults  
• Accident books  
• F2508 – RIDDOR  

forms  
• Local accident  

investigation 
record   

X    

  
Staff member and 
witnesses to complete 
paperwork in  
line with H&S regulations  
  

Social Secuity 
regulations 
(1979) 
regulation 25  
  
Social  
Administration 
Act (1992)  
section 8  
  
Limitation Act  
(1980)  

Health and Safety of  
staff  
  
(Does not leave school 
site)  

N/A  Current year 
+ 3 years (8.5)  

HT, H&S rep, 
relevant parties  

County and 
relevant parties as 
appropriate to 
accident e.g.  
LA/RIDDOR/HSE  

Completed on line and 
held electronically   
  
Paper copy held in secure 
cupboard in school office  

Photos    X  

  
School cameras and iPads, 
downloaded onto school  
server   

Public Task  
  
Consent  

Curriculum  
Record keeping  
Safeguarding  
Historical interest  
Publicity  
  
(Does not leave school 
site)  

As necessary   Permanent   
Staff and public 
(via website) 
  

Relevant school 
personnel  
  
Public (displays,  
website, news)  
  

School servers / iCloud / 
Google Drive 
Website  

Video/Audio Recording    X  

  
School IPads, cameras - 
downloaded onto school 
server. Password 
protected.  

Public Task  
  
Consent  

  
Curriculum  
  
(Does not leave school 
site)  
  

As necessary  

1 years after 
leaving the 
school (if 
longer, 
special 
permission to 
be sought)  

HT, AO, CT,  
Staff, External  
IT personnel  

Relevant school 
personnel  
  
Public (displays, 
website, news)  
  
  

School servers / iCloud / 
Google Drive 
Website  

Violent Incident Records 
(VIR)  X    

  
Record of incident taken 
and reported online.   

Limitation Act 
(1980)   

Reporting purposes  
  
(Does not leave school 
site)  

As necessary  Current year 
+ 3 years (8.7)  DSL, HT  LA, LADO  

Online form completed. 
May be put on staff 
personnel file.   
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Health and Safety 
training records   X    

  
List of training undertaken 
by staff members.   Necessary to 

carry out tasks 
in the Public  
Interest  
  

Record of training 
undertaken to show 
compliance  
  
(Does not leave school 
site)  

Annually or 
when  
training 
takes place  

Current year 
+ 6 years or 
unless 
records apply 
for a limited 
time e.g. First 
Aid  
Certificates  
(8.11)  

HT, H&S rep  Governors, LA as 
appropriate   

School servers / iCloud / 
Google Drive 
 
Paper copy held in secure 
cupboard in school office  

Pecuniary Interest forms   X    

  
Completed by staff.   

Compliance 
with legal 
contract 
obligation.  
  

Governance.   
  
(Does not leave school 
site)  

As 
necessary  

For as long as 
valid  HT, HT PA Governors Paper copy held in secure 

cupboard in school office  

CCTV images   X    

  
Collected electronically   

Public Task  

Security Measures  
  
(Does not leave school 
site unless requested by 
Police)  

N/A  

In accordance 
with server 
make and 
model   

HT, Site 
Manager   

Statutory bodies 
e.g. Police   

Digitally on school server  
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     GOVERNORS / GOVERNING BODY ‘GB’     

G
O

V
ER

N
O

R
S 

 

GB Application Form    
  
Name  
Date of Birth  
Contact details   
Address  
References  
  
  

X    

  
GB Application Form    

Necessary to 
carry out tasks 
in the Public  
Interest  
  
Legal Obligation   
  

Governance  
  
(Does not leave school 
site)  
  
  

As 
necessary   

GB 
application 
forms for 
successful 
applicants – 
end of term 
of office + 1  
year (1.3)  
  
Unsuccessful 
applicants – 
date of 
election + 6 
months (1.4)  

  
HT, HT PA, Clerk 
to govs  

  
Governor services  
  
DfE  
  
General public  

Application form  
  
Single Central Register - 
Password protected  
  
Website  
  
Contact details form  
  
Pecuniary Interest Form  

DBS number  
Proof of identity  X    

  
Electronic application and  
notification   
  
Number is provided by the 
individual voluntarily   

Necessary to 
carry out tasks 
in the Public  
Interest  
Legal Obligation   
  

To ensure student 
welfare (safeguarding)  
  
(Does not leave school 
site)  
  

As 
necessary  

Term of office 
+ 1 year (1.3)  

  
HT, AO, Clerk to 
govs,  
Safeguarding 
governor,   

  
HT  
  
CoG  
  
Safeguarding  
governor  
  
OFSTED  
  
LA  

Single Central Register - 
Password protected  

Pecuniary Interests   X    

  
Paper form completed 
annually.   

Governance   
  
Public Task  

For employment purposes 
(conflict of interest)  
  
(Does not leave school 
site)  

Annually 
and 
checked at 
each 
meeting  

Current year  
+ 6 years (1.6)  

HT, Clerk to the 
governors  General public  

Pecuniary Interests form  
  
Website  

Governor election voting 
forms   X    

  
Via parents completing the 
forms   

Governance   
  
Public Task   

Election of GB  N/A  
Date of 
election + 6 
months (1.5)  

HT, HT PA, 
counting panel  Parents   Paper copy held in secure 

cupboard in school office  

Photos     X  
  
School camera downloaded 
onto school server  

Consent  

Public interest  
  

(Does not leave school 
site)  

As 
necessary   End of office   

HT, HT PA, CT,  
Staff, public (on 
website) 

Relevant school 
personnel  

Public (displays) 

School servers / iCloud / 
Google Drive 

  
Website 



  

37 
 

Meeting attendance and 
training records  X    

  
Through meeting minutes 
by clerk to GB  

Governance   
  
Public Task   

Governance and 
compliance   
  
(Does not leave school 
site)  
  

As 
necessary  

Keep in 
school 6 
years and 
then archive 
through HALS  
(1.2)  

HT, Clerk to GB, 
all Governors   Public  

Website  
  
Paper copy held in secure 
cupboard in school office.  

Records of all full GB, 
committee and panel 
meetings   
Agendas and signed 
minutes  
Governor reports  

X    

  
Through meeting minutes 
by clerk of GB  

Governance   
  
Public Task   

Governance and 
compliance   
  
(Does not leave school 
site)  
  

As 
necessary  

Keep in 
school 6 
years and 
then archive  
through HALS  
(1.2)  

HT, Clerk to GB, 
all Governors   Public  

  
Paper copy held in secure  
cupboard in school office  
   
GB portal on website  

Complaints   X      
Through complaints 
procedure initiated by 
complainant   

Compliance with 
Legal Obligation/  
Public Task  

To address complaints  
  
(Does not leave school site)  

As necessary  Date of 
resolution of 
complaint + 7 
years (1.9)  

HT, Clerk to GB,  
Chair of  
Governors,  
Complaints  
Panel  

HT  
  
Clerk to GB  
Chair of  
Governors  
  
Complaints Panel  

Paper copy held in secure 
cupboard in school office  

GB Action Plans  X      
Through meetings and school 
visits.  

Compliance with 
Legal Obligation/  
Public Task  

To address areas of  
school improvement   
  
(Does not leave school site)  

Regularly   Life of action 
plan + 3 years  
(1.8)  

All staff and GB  Outcomes shared  
with parents  
  
LA – Governor  
Services  
  

School servers / iCloud / 
Google Drive 
  
Paper copy held in secure 
cupboard in school office.  
  
GB portal on website.  
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    VISITORS/VOLUNTEERS/CONTRACTORS     

 

Name  
Email  
Telephone contact  
numbers  
  

X    

  
Paper form completed by 
volunteer on application  

Necessary to 
carry out tasks 
in the Public 
Interest  
Public Task   
Vital Interest   

For safeguarding 
purposes  
  
(Does not leave school 
site)  

As necessary   
End of 
volunteering  
+ 1 year  

  
HT, AO, 
Safeguarding 
governor  
  

  
HT  
  
CoG  
  
Safeguarding 
governor  
  
OFSTED  
  
LA  

Application form  
  
Single Central Register – 
Password protected  
  

DBS number  
Proof of identity  
References   

X    

  
Electronic application and 
notification  
  
Number is provided by the 
individual voluntarily  

Legal 
Obligation 
Protection of 
vital interests  

To ensure student 
welfare (safeguarding)  
  
(Does not leave school 
site)  

As necessary  
End of 
volunteering  
+ 1 year  

  
HT, HT PA, 
Safeguarding  
governor  
  

  
HT  
   
CoG  
  
Safeguarding  
governor  
  
OFSTED  
  
LA  

  
  
Single Central Register - 
Password protected  
  

 

  
  
Visitor Signing In Book    

  
X  

  
  
Collected by  
visitor/volunteer/contractor  

Public Task  Safeguarding and 
emergency evacuation   As necessary   

Upon 
completion 
book + 2 
years   

  
Admin staff and  
HT  

  
Admin staff   On signing in desk – paper 

copy  

 
 
 
 
 
 
 
The school makes use of a wide range of software services which require personal information to be shared with third parties.   
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Who What When Who Where 

 Description of data 
Type of data 
(Personal) 
(Special) 

How is it collected? Legal basis 
What is it used for? 
Does it leave the school 
site? 

Updated Retention 
Who has access 
to it? 

Where is it 
stored?   

What security measures 
are in place to protect it? 

A
P

P
S 

&
 S

O
FW

A
R

E 
SE

R
EV

IC
ES

 

Apple (Apple ID, Student 
& staff names, email, 
timetable information)   

X  

Shared from SIMS via 
Salamander. 
 
Consent given by parents 
 
https://www.apple.com/u
k/legal/privacy/en-ww/ 
 
https://www.apple.com/e
ducation/docs/Data_and_P
rivacy_Overview_for_Scho
ols.pdf 

 

 
Compliance 
with Legal 
Obligation/  
Public Task 
 

To administer student 
education and welfare 
 
Securely stored 
worldwide 

Weekly 

Host does not 
specify 

Authorised HHS 
staff 

By provider 

Apple Servers (dual factor 
enforced) 

JAMF (JSS, Jamf Now) 
Apple ID, Student & staff 
names, email, timetable 
information 

X 

https://www.jamf.com/pri
vacy-policy/ 
 

Real time 

JAMF staff (via 
logs or 
screenshare), 
authorised HHS 
staff 

JAMD / tomcat / apache 
servers (complex 
passwords) 

Freedom Tech Ltd 
(payment records for 
iPad scheme) 

x 

https://freedomtech.co.uk
/privacy-policy/ 
 

Monthly 
FT staff and 
authorised HHS 
staff 

Freedom Tech (complex 
password rules, password 
protection on all comms) 

 x 

 

  

 

 

https://www.apple.com/uk/legal/privacy/en-ww/
https://www.apple.com/uk/legal/privacy/en-ww/
https://www.apple.com/education/docs/Data_and_Privacy_Overview_for_Schools.pdf
https://www.apple.com/education/docs/Data_and_Privacy_Overview_for_Schools.pdf
https://www.apple.com/education/docs/Data_and_Privacy_Overview_for_Schools.pdf
https://www.apple.com/education/docs/Data_and_Privacy_Overview_for_Schools.pdf
https://www.jamf.com/privacy-policy/
https://www.jamf.com/privacy-policy/
https://freedomtech.co.uk/privacy-policy/
https://freedomtech.co.uk/privacy-policy/
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ESS (formerly Capita plc) 
(data sharing 
arrangement for Capita 
hosted SIMS) 

x 

https://www.capita-
sims.co.uk/products-and-
services/sims-teacher-
app/capita-sims-teacher-
app-privacy-statement 
 
https://www.sims-
parent.co.uk/#/privacy 
 
https://www.capita-
sims.co.uk/privacy-notice 
 

Compliance 
with Legal 
Obligation/  
Public Task 
 

To administer student 
education and welfare 
 
Securely stored 
worldwide 

Real time 
Until 
student’s 25th 
birthday 

Federation with 
Google and RM; 
screenshare 
with ESD or 
explicit consent 

By provider 
 

Dual factor 

 

GroupCall       

 

Wonde       

 

Alphabet (Google, 
YouTube and other 
subsidiaries) 

x 

Federation with SIMS.net; 
consent given by parents 
 
https://gsuite.google.com/
terms/education_privacy.h
tml?_ga=2.64654703.1547
666714.1560861280-
1926252134.1560861280 
 
 
 

Real time Not known 

Authorised HHS 
staff 

Dual factor for admin, 
strong password policy 
enforced via RM Unify 

 

Microsoft x 

Manual login creation or 
CSV upload 
 
Policy not available for 
schools 

Compliance 
with Legal 
Obligation/  
Public Task 
 
No privacy 
information 

To administer student 
education and welfare 
 
Securely stored 
worldwide 

As needed Not known Dual factor for admins 

https://www.capita-sims.co.uk/products-and-services/sims-teacher-app/capita-sims-teacher-app-privacy-statement
https://www.capita-sims.co.uk/products-and-services/sims-teacher-app/capita-sims-teacher-app-privacy-statement
https://www.capita-sims.co.uk/products-and-services/sims-teacher-app/capita-sims-teacher-app-privacy-statement
https://www.capita-sims.co.uk/products-and-services/sims-teacher-app/capita-sims-teacher-app-privacy-statement
https://www.capita-sims.co.uk/products-and-services/sims-teacher-app/capita-sims-teacher-app-privacy-statement
https://www.sims-parent.co.uk/#/privacy
https://www.sims-parent.co.uk/#/privacy
https://www.capita-sims.co.uk/privacy-notice
https://www.capita-sims.co.uk/privacy-notice
https://gsuite.google.com/terms/education_privacy.html?_ga=2.64654703.1547666714.1560861280-1926252134.1560861280
https://gsuite.google.com/terms/education_privacy.html?_ga=2.64654703.1547666714.1560861280-1926252134.1560861280
https://gsuite.google.com/terms/education_privacy.html?_ga=2.64654703.1547666714.1560861280-1926252134.1560861280
https://gsuite.google.com/terms/education_privacy.html?_ga=2.64654703.1547666714.1560861280-1926252134.1560861280
https://gsuite.google.com/terms/education_privacy.html?_ga=2.64654703.1547666714.1560861280-1926252134.1560861280
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available and 
reportedly in 
breach of EU 
law:  
 
https://www.itp
ro.co.uk/genera
l-data-
protection-
regulation-
gdpr/32372/use
rs-told-to-ditch-
onedrive-and-
office-365-to-
avoid 
 

 

RM (RM Unify) and 
federated apps (e.g. 
GCSEPod, AR, AppShed) 

x Federation with SIMS.net 

See the 
following 
(including links 
therein): 
 
https://support.
rm.com/Technic
alArticle.asp?cr
ef=TEC5891006
&nav=0 
 
https://support.
rm.com/Technic
alArticle.asp?cr
ef=TEC5950948 
 

Date of 
leaving +1 
year 

All school 
personnel; 
screenshare 
with RM 
support 

By provider 

Strong password policy in 
place 

 
Services using Google 
authentication 
(GCSEPod, 
Showbie/Socrative, 
iDoceo, Adobe) 

x 

Authentication using 
school gmail account.  See 
privacy notices on Google 
Team Drive GDPR folder 
 
User generated data (e.g. 
teacher classes and room 
names) 

Compliance 
with Legal 
Obligation/  
Public Task 
 

To administer student 
education 
 
Securely stored 
worldwide 

Real time Unknown  

 

 

https://www.itpro.co.uk/general-data-protection-regulation-gdpr/32372/users-told-to-ditch-onedrive-and-office-365-to-avoid
https://www.itpro.co.uk/general-data-protection-regulation-gdpr/32372/users-told-to-ditch-onedrive-and-office-365-to-avoid
https://www.itpro.co.uk/general-data-protection-regulation-gdpr/32372/users-told-to-ditch-onedrive-and-office-365-to-avoid
https://www.itpro.co.uk/general-data-protection-regulation-gdpr/32372/users-told-to-ditch-onedrive-and-office-365-to-avoid
https://www.itpro.co.uk/general-data-protection-regulation-gdpr/32372/users-told-to-ditch-onedrive-and-office-365-to-avoid
https://www.itpro.co.uk/general-data-protection-regulation-gdpr/32372/users-told-to-ditch-onedrive-and-office-365-to-avoid
https://www.itpro.co.uk/general-data-protection-regulation-gdpr/32372/users-told-to-ditch-onedrive-and-office-365-to-avoid
https://www.itpro.co.uk/general-data-protection-regulation-gdpr/32372/users-told-to-ditch-onedrive-and-office-365-to-avoid
https://www.itpro.co.uk/general-data-protection-regulation-gdpr/32372/users-told-to-ditch-onedrive-and-office-365-to-avoid
https://www.itpro.co.uk/general-data-protection-regulation-gdpr/32372/users-told-to-ditch-onedrive-and-office-365-to-avoid
https://support.rm.com/TechnicalArticle.asp?cref=TEC5891006&nav=0
https://support.rm.com/TechnicalArticle.asp?cref=TEC5891006&nav=0
https://support.rm.com/TechnicalArticle.asp?cref=TEC5891006&nav=0
https://support.rm.com/TechnicalArticle.asp?cref=TEC5891006&nav=0
https://support.rm.com/TechnicalArticle.asp?cref=TEC5891006&nav=0
https://support.rm.com/TechnicalArticle.asp?cref=TEC5950948
https://support.rm.com/TechnicalArticle.asp?cref=TEC5950948
https://support.rm.com/TechnicalArticle.asp?cref=TEC5950948
https://support.rm.com/TechnicalArticle.asp?cref=TEC5950948


  

42 
 

 

Seneca Learning x 
User-generated username 
and password; teacher 
generated classes. 

Compliance 
with Legal 
Obligation/  
Public Task 
 

To administer student 
education 

As required 
by teachers 

Unknown 
Teaching staff, 
students 

By provider 

 

 

Services sharing data 
with SIMS.net: CPOMS, 
SMHW, ParentPay 

x 
See Team Drive GDPR 
folder 
 

Compliance 
with Legal 
Obligation/  
Public Task 
 

To administer student 
education and welfare 
 
Securely stored 
worldwide 

Daily 
Until 
student’s 25th 
birthday 

 

By provider 

Complex G Suite password 
rules for all other users 

 

LCR (cash registers) x 

Manual creation based on 
SIMS export 
 
See Team Drive GDPR 
folder 

Compliance 
with Legal 
Obligation/  
Public Task 
 
 

To administer student 
welfare 
 
Securely stored 
worldwide 

Daily 
Until 
student’s 25th 
birthday 

Students, 
catering staff 

By provider 

Secure storage on school 
servers 

 

Virgin Health (School 
Nurse services) 

X 
See Team Drive GDPR 
folder 

Compliance 
with Legal 
Obligation/  
Public Task 
 

To administer student 
education and welfare 

As required Unknown  

By provider 
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