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eSafety Policy & Security Framework for the Acceptable use of ICT and Related Technologies 
Adapted from LCC eSafety and Security Framework 
 
See also: Staff and Student eSafety and ICT AUP documents. 
 
Context: 
 
New technologies have become integral to the lives of children and young people today, both 
within schools and in their lives outside school.  
 
The internet and other digital and information technologies are powerful tools, which open new 
opportunities for everyone. Electronic communication helps teachers and students learn from each 
other. These technologies can stimulate discussion, promote creativity and increase awareness of 
context to promote effective learning. Children and young people should have an entitlement to 
safe internet access always.  
 
The requirement to ensure that children and young people can use the internet and related 
communications technologies appropriately and safely is addressed as part of the wider duty of 
care to which all who work in schools are bound. The school eSafety policy will help to ensure safe 
and appropriate use. The development and implementation of the policy will involve all the 
stakeholders in a child’s education from the Headteacher and governors to the senior leaders and 
classroom teachers, support staff, parents, members of the community and the students 
themselves. 
 
The use of these exciting and innovative tools in school and at home has been shown to raise 
educational standards and promote student achievement.  
 
However, the use of these new technologies can put young people at risk within and outside the 
school. Some of the dangers they may face include: 
 

• Access to illegal, harmful or inappropriate images or other content 
• Unauthorised access to / loss of / sharing of personal information 
• The risk of being subject to grooming by those with whom they make contact on the 

internet.  
• The sharing / distribution of personal images without an individual’s consent or knowledge 
• Inappropriate communication / contact with others, including strangers 
• Cyber-bullying  
• Access to unsuitable video / internet games 
• An inability to evaluate the quality, accuracy and relevance of information on the internet 
• Plagiarism and copyright infringement 
• Illegal downloading of music or video files 
• The potential for excessive use which may impact on the social and emotional development 

and learning of the young person. 
 

Many of these risks reflect situations in the off-line world and it is essential that this policy is used 
in conjunction with other school policies (eg behaviour, anti-bullying and child protection policies). 
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As with all other risks, it is impossible to eliminate those risks completely. It is therefore essential, 
through good educational provision to build students’ resilience to the risks to which they may be 
exposed, so that they have the confidence and skills to face and deal with these risks. 
 
The school will demonstrate that it has provided the necessary safeguards to help ensure that we 
have done everything that could reasonably be expected, to manage and reduce these risks. The 
eSafety policy that follows explains how we intend to do this, while also addressing wider 
educational issues to help young people (and their parents / carers) to be responsible users and 
stay safe while using the internet and other communications technologies for educational, personal 
and recreational use.  
 
This policy provides clear direction and support for information security that is applicable to all staff 
at all levels of the organisation.  The policy describes how the school aims to preserve 
confidentiality, integrity and availability of data. 
 
Confidentiality:   information is accessible only to those authorised to have access 
Integrity:  safeguarding the accuracy and completeness of information 
Availability:  ensuring that authorised users have access to information when required 
 
It is acknowledged that the school has legal, statutory and contractual requirements with which it 
must comply.  The school complies with the rules of good information handling, known as the data 
protection principles and the other requirements of the Data Protection Act. 
 
This policy will be reviewed and updated every year. 
 
Specialist security advice will be sought where necessary.  The LEA will be consulted as a source of 
such advice, for example for data protection or network security issues. 
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Schedule for Development / Monitoring / Review 
 

This eSafety policy was approved by 
the Governing Body / Governors Sub 
Committee on: 

Due October 2017 

The implementation of this eSafety 
policy will be monitored by: 

JRO 

Monitoring will take place at regular 
intervals: 

Annually 

The ESafety Policy will be reviewed 
annually, or more regularly in the light 
of any significant new developments 
in the use of the technologies, new 
threats to eSafety or incidents that 
have taken place. The next 
anticipated review date will be: 

 

Should serious eSafety incidents take 
place, the following external persons / 
agencies should be informed: 

police 
 

  
This policy applies to all members of the school community (including staff, students, governors, 
volunteers, parents / carers, visitors, community users) who have access to and are users of school 
ICT systems, both in and out of school. 
 
The Education and Inspections Act 2006 empowers Headteachers, to such extent as is reasonable, 
to regulate the behaviour of students when they are off the school site and empowers members of 
staff to impose disciplinary penalties for inappropriate behaviour. This is pertinent to incidents of 
cyberbullying, or other eSafety incidents covered by this policy, which may take place out of school, 
but is linked to membership of the school.  
 
The school will deal with such incidents within this policy and associated behaviour and anti-
bullying policies and will, where known, inform parents / carers of incidents of inappropriate 
eSafety behaviour that take place out of school.  
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Roles and Responsibilities 
 
The following section outlines the roles and responsibilities for eSafety of individuals and groups 
within the school:  
 
Governors:  
Governors are responsible for the approval of the eSafety Policy and for reviewing the effectiveness 
of the policy.  
 
Headteacher and SLT: 

• The Headteacher is responsible for ensuring the safety (including eSafety) of members of 
the school community, though the day to day responsibility for eSafety will be delegated to 
the eSafety Designated person. 

• The deputy headteacher with responsibility for staff CPD is responsible for ensuring that the 
eSafety Coordinator and other relevant staff receive suitable CPD to enable them to carry 
out their eSafety roles and to train other colleagues, as relevant. 

• A member of the Leadership Team will ensure that there is a system in place to allow for 
monitoring and support of those in school who carry out the internal eSafety monitoring 
role. This is to provide a safety net and also support to those colleagues who take on 
important monitoring roles. (Filtering, network supervision, spot checks etc...)  

• The Headteacher and another member of the Senior Leadership Team should be aware of 
the procedures to be followed in the event of a serious eSafety allegation being made 
against a member of staff. (see ‘What to do if…?’)  

 
Director of Systems 

• Takes day to day responsibility for eSafety issues and has a leading role in establishing and 
reviewing the school ICT, information security and eSafety policies / documents.  This 
includes an awareness of: 

o sharing of personal data 
o access to illegal / inappropriate materials  
o inappropriate on-line contact with adults / strangers  
o potential or actual incidents of grooming  
o cyber-bullying 

 
• Is the nominated point of contact within the school for eSafety and ICT security issues 
• Ensures that all staff are aware of the procedures that need to be followed in the event of 

an eSafety incident taking place. 
• Provides training and advice for staff  
• Liaises with the Local Authority 
• Liaises with school ICT technical staff 
• Receives reports of eSafety incidents and reviews school behaviour information to inform 

future eSafety developments 
• Attends relevant meeting / committee of Governors  
• Reports regularly to Senior Leadership Team 
• Reviews the use of ICT around the school, including 

o reviews of faculty / department schemes of work, in consultation with the DHT – 
Curriculum 
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o Monitoring of students’ user areas and logging of student progress 
o Monitoring of room usage and booking. 
o Feedback from support from the ICT team. 
o Review of Faculty / Subject team minutes 
o Assessment of ICT capability (see ICT Handbook) 

 
Network Manager / ICT Technicians:  
The Network Manager and ICT Technicians are responsible for ensuring:  

• The school’s ICT infrastructure is secure and is not open to misuse or malicious attack 
• The school meets the eSafety technical requirements outlined in this policy and Acceptable 

Usage Policies 
• Users may only access the school’s networks through a properly enforced password 

protection policy, in which passwords are regularly changed 
• Virtue are informed of issues relating to the filtering 
• The school’s filtering policy is applied and updated on a regular basis and that its 

implementation is not the sole responsibility of any single person  
• They keep up to date with eSafety technical information to effectively carry out their 

eSafety role and to inform and update others as relevant  
• The use of the network / Virtual Learning Environments (VLE) / remote access / email is 

regularly monitored in order that any misuse / attempted misuse can be reported to the 
Director of Systems for ICT for investigation / action / sanction 

• That monitoring software / systems are implemented and updated as agreed in school 
policies 

• An accurate inventory is maintained of all the assets associated with information systems. 
 
 
Teaching and Support Staff 
Colleagues are responsible for ensuring that: 

• They have an up to date awareness of eSafety matters and of the current school eSafety 
policy and practices 

• They have read, understood and signed the school Staff Acceptable Use Agreement (AUP) 
• They report any suspected misuse or problem to the Director of Systems for ICT for 

investigation / action / sanction  
• Digital communications with students (email / Virtual Learning Environment (VLE) ) should 

be on a professional level and only carried out using official school systems  
• eSafety issues are embedded in all aspects of the curriculum and other school activities  
• Students understand and follow the school eSafety and acceptable use policy 
• Students have a good understanding of research skills and the need to avoid plagiarism and 

uphold copyright regulations 
• They monitor ICT activity in lessons, extra-curricular and extended school activities  
• They are aware of eSafety issues related to the use of mobile phones, cameras and hand 

held devices and that they monitor their use and implement current school policies about 
these devices 

• In lessons where internet use is pre-planned students should be guided to sites checked as 
suitable for their use and that processes are in place for dealing with any unsuitable 
material that is found in internet searches 
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DSPs 
Colleagues are trained in eSafety issues and are aware of the potential for serious child protection 
issues to arise from: 

• Sharing of personal data  
• Access to illegal / inappropriate materials 
• Inappropriate on-line contact with adults / strangers 
• Potential or actual incidents of grooming 
• Cyber-bullying  

 
DPSs receive reports of e-safety incidents and have a log of incidents to inform future e-safety 
developments.  The school subscribes to the SHARP system, an anonymous reporting app installed 
onto the school website which extends the schools ability to capture reports from staff, children 
and parents. 
 
Students: 

• Are responsible for using the school ICT systems in accordance with the Student Acceptable 
Use Policy, which they will be expected to sign before being given access to school systems 

• Have a good understanding of research skills and the need to avoid plagiarism and uphold 
copyright regulations 

• Need to understand the importance of reporting abuse, misuse or access to inappropriate 
materials and know how to do so 

• Will be expected to know and understand school policies on the use of mobile phones, 
digital cameras and hand held devices. They should also know and understand school 
policies on the taking / use of images and on cyber-bullying 

• Should understand the importance of adopting good eSafety practice when using digital 
technologies out of school and realise that the school’s ESafety Policy covers their actions 
out of school, if related to their membership of the school 

 
Parents / Carers  
Parents / Carers play a crucial role in ensuring that their children understand the need to use the 
internet and mobile devices in an appropriate way. Research shows that many parents and carers 
do not fully understand the issues and are less experienced in the use of ICT than their children. The 
school will therefore take every opportunity to help parents understand these issues through 
parents’ evenings, newsletters, letters, website, VLE and information about national or local eSafety 
campaigns. Parents and carers will be responsible for: 
 

• Endorsing (by signature) the Student Acceptable Use Policy 
• Accessing the school website or VLE in accordance with the relevant school Acceptable Use 

Policy. 
 
Community Users 
Community Users who access school ICT systems will be expected to sign a Community User AUP 
before being provided with access to school systems.  
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Policy Statements 
 
Access 
Most faculties / subjects have dedicated resources.  Others have access to bookable suites.  All staff 
and students have access to iPads.  As and when resources permit, facilities will be extended and 
updated.  Faculties / subjects have specified the type of access required.  This is reviewed annually; 
departments are asked to submit requests for specific items of software and hardware. Additional 
staff access is available in the staffroom and in faculty workrooms situated around the school.   
 
Resources 
A network budget is maintained to cover the costs of support and equipment.  The Network 
Manager, in consultation with the Director of Systems, manages this budget.  ICT development 
funds are used to support the purchase of extra software and equipment where necessary.  The 
Director of Systems works with designated staff to identify future resource requirements to meet 
the needs of the school. 
 
Staff Training 
Regular auditing of ICT takes place; findings are used to shape training for each academic year.   
 
Extra-Curricular Access 
A range of ICT clubs operate after school to enable students to catch up work or play games.  
Specific catch-up sessions are staffed along with a Year 7 only coding club that runs weekly. 
 
Health & Safety 
The ICT Team follow current Health and Safety legislation.   
 
There is a long-term aim to improve the ergonomics of the workstations around the school (e.g. 
provision of blinds and better seating). 
 
Faults and Repairs 
Staff wishing to report problems with any item of ICT related equipment for both curriculum and 
administration purposes should use the IT Support App on their iPad.  The details of the fault will be 
logged by a member of the office staff and be dealt with by an ICT technician in order of priority. 
 
Information Security 
Each ‘information asset’ (e.g. information system, database, etc) has an owner who is responsible 
for its day to day security.  Information is categorised according to its degree of sensitivity and 
confidentiality, indicating the need and priority for its protection and is labelled appropriately Each 
classification has defined procedures for copying, storage, transmission (e.g. post, fax, email, 
telephone) and destruction. 
 
Information Databases, documentation, manuals, plans, archived information 
Software Application and system software 
Physical  Computer and communications equipment 
Services Power, air conditioning 
 



 9  

Personnel Security 
 
Security in job responsibilities 
Security responsibilities are clearly documented and where appropriate.  Colleagues must sign a 
confidentiality or non-disclosure agreement as part of their initial terms and conditions of 
employment. There is a formal disciplinary process for employees who violate security policies and 
procedures and employees are made aware of the action to be taken if they disregard security 
requirements. 
 
Information security education and training 
All colleagues receive appropriate training and regular updates in security policies and procedures 
before access to systems is granted.  This includes training in security requirements, controls and 
legal requirements, as well as in the correct use of information systems.  (E.g. Log-on procedures, 
GAFE, SIMS etc). 
 
Responding to security incidents and malfunctions 
A formal procedure exists for reporting and responding to security incidents, malfunctions and 
weaknesses: the “Spiceworks” or IT Support app. All staff must be aware of their responsibilities to 
note and report such incidents through the proper management channels as quickly as possible.  
Recovery is carried out only by appropriately trained and experienced staff.  Users should not, 
under any circumstances; attempt to prove a suspected security weakness as this could be 
interpreted as potential misuse of the system. 
 
Social Media - Protecting Professional Identity  
With an increase in use of all types of social media for professional and personal purposes a policy 
that sets out clear guidance for staff to manage risk and behaviour online is essential. This includes 
the protection of students, the school and the individual when publishing any material online. 
Expectations for teachers’ professional conduct are set out in ‘Teachers Standards 2012’. While 
Ofsted’s eSafety framework 2012, reviews how a school protects and educates staff and students in 
their use of technology, including what measures would be expected to be in place to intervene and 
support should a particular issue arise, all schools, academies and local authorities have a duty of 
care to provide a safe learning environment for students and staff. Schools/academies and local 
authorities could be held responsible, indirectly for acts of their employees in the course of their 
employment. Staff members who harass, cyberbully, discriminate on the grounds of sex, race or 
disability or who defame a third party may render the academy or local authority liable to the 
injured party. The school provides the following measures to ensure reasonable steps are in place 
to minimise risk of harm to students, staff and the school through limiting access to personal 
information: 
 

• Training to include: acceptable use; social media risks; checking of settings; data protection; 
reporting issues.  

• The school subscribes to SWGfL BOOST which includes unlimited webinar training on this 
subject. 

• Clear reporting guidance, including responsibilities, procedures and sanctions  

• Risk assessment, including legal risk  
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School staff should ensure that:  
 

• No reference should be made in social media to students, parents / carers or school staff  

• They do not engage in online discussion on personal matters relating to members of the 
school community  

• Personal opinions should not be attributed to the academy or local authority  

• Security settings on personal social media profiles are regularly checked to minimise risk of 
loss of personal information.  

 
Colleagues should be aware of the dangers of using social networking websites and the need to 
maintain professional standards both inside and outside of work.  Staff should be aware of the 
problems caused by using social networking sites and are strongly advised to take great care if using 
Facebook or other social networking accounts. Staff should never reveal personal information to 
students or parents. If staff do have a social networking account they should not contact students, 
nor have them as ‘friends’ or part of a contacts list. Staff are strongly advised to follow this 
guidance concerning ex-students, especially those who have recently left. Parents should not be 
contacted via social networking websites on school business. Staff are strongly advised to make 
their profiles visible to friends only and not to accept contacts who they don’t know. Staff should 
also be aware that if they have ‘friends’ who have students as ‘friends’, these students may be able 
to see some activity between yourself and your ‘friend’ and should therefore exercise great 
caution. Staff should exercise great care when posting messages and pictures onto their profiles so 
not to bring the school or themselves into disrepute. 
 
The school’s use of social media for professional purposes will be checked regularly by the E-Safety 
Co-ordinator SLT to ensure compliance with the school policy.  The school also subscribes to SWGfL 
BOOST includes SWGfL Alerts which highlights any reference to the school/academy in any online 
media (newspaper or social media). 
 
Physical and environmental security 
 
Secure areas 
Areas in which critical or sensitive information is processed are physically secured to prevent 
unauthorised access, damage or interference.  Control is achieved by conventional security 
procedures (e.g. doors and windows locked when unattended, external protection for ground floor 
windows, intruder detection systems).  All colleagues are expected to ensure areas are kept secure. 
   
Equipment security 
Equipment is sited or protected to minimise the risk of, damage (e.g. fire, water, and impact), and 
power failure (e.g. uninterruptible power supply or UPS).  Cabling is protected from interception or 
damage (e.g. use of conduit, fibre, avoidance of public areas, routed underground, away from 
communications cables).  Equipment is correctly maintained and serviced by authorised personnel.   
 
Off-site security 
Equipment must not be taken off-site without authorisation by the Network Manager or Director of 
Systems.  Where necessary and appropriate, equipment is logged out and back by Netowrk 
Manager.  Equipment and media taken off the premises is not left unattended in public places.  
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Portable computers carried as hand luggage should be disguised if possible when travelling.  Home 
working must subject to suitable controls, e.g. WPA2 wireless security and an up to date firewall. 
 
Secure disposal or re-use of equipment 
Appropriate arrangements are made for the secure disposal of media containing sensitive 
information.  Confidential paper documents are securely disposed of (e.g. by shredding, 
incineration).  Storage devices containing sensitive information are destroyed.  Equipment 
containing storage media (e.g. hard disks) is checked to ensure that sensitive data and licensed 
software have been removed or overwritten prior to disposal or re-use. 
 
Clear desk and screen policy 
Paper and computer media should be stored in suitable locked cabinets were appropriate.  
Sensitive printed material must be cleared from printers immediately. Business critical information 
is held in a fire resistant safe or cabinet in the CBM Faculty office.  PCs should not be left logged on 
when unattended and are protected as appropriate by key locks, passwords or other controls when 
not in use.  Users must terminate active sessions and log off when out facility is afforded by 
password protected screen savers. 
 
Communications and operations management 
Operating procedures are documented and maintained.  Changes to systems are controlled with 
significant changes identified and recorded, following assessment of the potential impact of the 
change and the change details communicated to the relevant persons.  Incident management 
procedures are in place to ensure a quick, orderly and effective response to security incidents. 
 
Protection against malicious software (viruses, etc.) 
Software licensing requirements are compiled with and the use of unauthorised software is 
prohibited.  Anti-virus detection and repair software is installed and regularly updated.  Electronic 
mail attachments, downloads and any files of uncertain origin on electronic media or downloaded 
are checked for malicious software before use.  Appropriate business continuity plans for recovery 
from attack are in place (e.g. data and software back-up and recovery arrangements).   
 
Housekeeping and network management 
Back-up copies of essential information and software are taken regularly according to an 
appropriate schedule.  At least three generations of back-up information are retained for important 
applications and are stored with an appropriate level of physical protection at a sufficient distance 
to escape a disaster at the main site.  Back-up media and restoration processes are regularly 
checked to ensure that they are effective.  Controls are in place to ensure the security of data in 
networks and the protection of connected services from unauthorised access. 
 
Electronic mail 
Guidelines exist on when to use and not to use email.  Staff must understand the potential 
difficulties of the difference between electronic and traditional forms of communication (e.g. 
speed, message structure, degree of informality and vulnerability to unauthorised actions and 
attack – interception and viruses).  Staff understand their responsibility not to use email in such a 
way as to compromise the good name of the school (e.g. defamatory email, harassment, 
unauthorised purchasing). 
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Filtering and threat management 
Our internet service is designed to ensure that we are safe from terrorist and extremist material 
when accessing the internet in school, including by establishing appropriate levels of filtering. Our 
filtering solution is based on the Sophos Security Gateway and provides a robust Internet filter with 
automated updates to inappropriate sites, including the IWF blocked sites list. 
Please see information from Virtue regarding compliance with relevant legislation.  A 
comprehensive filtering solution is in place and is maintained by Virtue Technologies on behalf of 
the school.  The school uses Sophos as both a threat management and eSafety solution and all 
traffic school is scanned and checked.  Additional security is provided on the GAFE system by 
Google.  Standard security policies are in place to safeguard the school community with different 
levels applied to staff and students.  The filtering policy is based on Internet Watch Foundation 
(IWF) guidelines and our service partners (Talk Talk Business, Virgin Media, Sophos and Impero) and 
are full IWF members as recommended by the UK Safer Internet Centre and the Department for 
Education. 
 
All systems including wifi are scanned and checked and it is impossible to disable this solution in 
school.  Portable devices use an inbuilt hardware solution that is locked onto the device.   
 
Staff seeking to unblock sites should contact the IT team to submit a change request to our ISP. 
 
Filtering of all pages takes place using the white list principle.  A comprehensive filtering service is 
provided by our ISP to block pages in school also exists and is used where required.  Filtering can be 
controlled in school at room level or by the hour of the day so that colleagues can disable internet 
access in their classroom if necessary. 
 
Illegal online content 
Our solution ensures illegal content is blocked in line with: 

• the IWF block list 

• block access to illegal Child Abuse Images and Content (CAIC) and 

• ‘the police assessed list of unlawful terrorist content, produced on behalf of the Home 
Office. 

• Inappropriate Online Content 
 
We recognise that no filter can guarantee to be 100% effective and we continually work with both 
our ISP to provide the safest environment possible for school. 
 
In addition to the illegally blocked content, we also block content related to: 

• Discrimination 

• Drugs and Substance abuse 

• Malware and hacking 

• Pornography 

• Piracy and copyright theft 

• Self-Harm 

• Violence 
 
Our filtering solution, powered by the Sophos Security Gateway, provides the following features: 
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• Age appropriate, differentiated filtering: Our filtering solution includes the ability to vary 
filtering strength appropriate to age and role, e.g. teachers and students are frequently 
configured to use a different filter. 

• Control: Our solution has the ability and ease of use that allows us to control the filter 
themselves to permit or deny access to specific content. 

 
In addition, we use device level filtering to block inappropriate content.  This is provided by the 
restriction policy on the iPads (settings in iOS) and via Symantec software on the PCs.   
 
 
Monitoring 
Virtue Technologies provides full reporting and logfiles that contains information relating to each 
internet website that is visited (including where sites are blocked) through the installed Sophos 
Security Gateway. In addition to the logging the date, time and user details, these reports also 
contain other information, such as search term usage against individuals. Logs are stored locally on 
the Sophos SG and are retained for at least 6 months. Log files are obtained by the school on 
request.  These are checked weekly for undesirable sites that should be blocked. 
 
Alert response and follow-up 
Sophos SG is pre-configured to send alert messages to designated persons within school when a 
suspicious event may have taken place.  In the first instance this is the Director of Systems.  The 
event will be investigated, and depending on the nature of the event, dealt with in conjunction with 
the pastoral team.  Potential safeguarding incidents are referred immediately to the DSP or deputy 
DSP in school. 
 
 
Cloud services 
GAFE, Hosted SIMS and other hosted services are encrypted.  Relevant standards (e.g. Safe Harbor) 
are in place to secure data centres. 
 
Access Control and User registration 
Formal procedures are in place to control the allocation of access rights to information systems and 
services.  Users have authorisation from the system owner and the level of access is appropriate for 
the purpose.  User access rights are regularly reviewed; access rights of leavers are removed 
immediately and redundant user IDs removed.  Privileges associated with each system and user are 
identified, allocated on a need-to-use basis and kept to a minimum. 
 
User password management 
User must understand the need to keep passwords confidential and to avoid sharing them, keeping 
a paper record or recording them in a way that makes them accessible to unauthorised persons.  
Passwords should be changed at regular intervals or if there is a possibility that security has been 
compromised.   
 
Passwords should be: 
▪ unique 
▪ alphanumeric 
▪ at least 6 digits in length 
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▪ regularly changed, recommend at least every 90 days 
 
Passwords should NOT be: 
▪ written down 
▪ easy to guess, avoiding the use of family or pet names for example 
 
Password security is subject to audit and staff are told to change passwords if they do not meet 
GAFE standards. Use a password protected screensaver to prevent anybody gaining access to your 
computer whilst you are temporarily away from it. On a mobile device, activate the passcode lock 
or close the lid on the laptop. 
 
Systems development and maintenance 
Security issues are identified and considered at an early stage when procuring or developing new 
information systems.  Input data is validated to ensure that it is correct and appropriate.  Outputs 
and downloaded or uploaded data are checked for validity and integrity. 
 
 
Business continuity management 
Business continuity management aims to reduce disruption to the running of the school that would 
otherwise be caused by, for example, natural disasters, accidents, equipment failures and 
deliberate actions.  It applies to all business processes, not just those related to information 
management.  Continuity plans are in place centred around avoidance of ‘single points of failure’, 
redundant drives, dual power supplies and backup equipment. 
 
Intellectual property rights (IPR) 
Appropriate procedures are in place to ensure compliance with legal restrictions in the use of 
material in respect of which there may be IPR, such as copyright, design rights or trademarks.  
Software is usually supplied under a license agreement that limits the number of copies that can be 
made of the software.  Controls are in place including: maintaining an appropriate inventory or 
asset register of software, maintaining proof of license ownership (e.g. licences, master disks, 
manuals, etc.), controlling the number of users, carrying out checks that only authorised software is 
in use and applying sanctions against unauthorised copying of software. 
 
Updates 
The operating system of all client and remote PCs must be kept patched and updated (Windows 
Update and Windows Software Update Service), to ensure it is protected against known exploits 
and ensure the most stable platform possible. Staff using laptops must ensure their devices are up 
to date with the latest Mac OS / Windows versions are fully patched as appropriate.  All users must 
update their iPads to newest iOS version as these are released. 
 are available from Anti-virus vendors such as Symantec. 
File Security 
 
Personal data (such as telephone numbers and addresses) must not be copied from a school system 
onto a non school system.  This is a breach of the Data Protection Act.   
 
Colleagues are asked to regularly save their work using a sensible file name to allow easy retrieval 
later.   
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Do not openly work with sensitive information in public places especially where there is an 
opportunity for eavesdropping. 
 
Do not allow any unauthorised person, including family and friends, access to data held on our 
systems.  This is also a breach of the Data Protection Act.   
 
Take care when sharing files when using Google Drive.  Always share files with designated staff or 
students rather than sharing with everyone and do not use ‘link sharing’ to make documents 
viewable to all users.  This can lead to sharing confidential information publicly.  ‘Over sharing’ is 
also a breach of the Data Protection Act. 
 
Sanctions 
Imposition of sanctions is the responsibility of the Headteacher.   
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Education – students  
Whilst regulation and technical solutions are very important, their use must be balanced by 
educating students to take a responsible approach. The education of students in eSafety is 
therefore an essential part of the school’s eSafety provision. Children and young people need the 
help and support of the school to recognise and avoid eSafety risks and build their resilience. 
 
eSafety education will be provided in the following ways:  

• A planned eSafety programme as part of Computing and PSHEE and should be regularly 
revisited – this will cover both the use of ICT and new technologies in school and outside 
school 

• Key eSafety messages are reinforced as part of a planned programme of assemblies  
• Students should be taught in all lessons to be critically aware of the materials or content 

they access on-line and be guided to validate the accuracy of information 
• Students should be helped to understand the need for the student AUP and encouraged to 

adopt safe and responsible use of ICT, the internet and mobile devices both within and 
outside school 

• Students should be taught to acknowledge the source of information used and to respect 
copyright when using material accessed on the internet 

 
Education – parents / carers  
Many parents and carers have only a limited understanding of eSafety risks and issues, yet they 
play an essential role in the education of their children and in the monitoring or regulation of the 
children’s on-line experiences. Parents often either underestimate or do not realise how often 
children and young people come across potentially harmful and inappropriate material on the 
internet and are often unsure about what they would do about it. “There is a generational digital 
divide”. (Byron Report).  
 
The school will therefore seek to provide information and awareness to parents and carers through:  

Letters, newsletters, web site, email 
• Parents evenings  
• Reference to the relevant web sites / publications e.g. www.swgfl.org.uk 

www.saferinternet.org.uk/ http://www.childnet.com/parents-and-carers 
• Providing family learning courses in use of new digital technologies, digital literacy and e-

safety 
 
Education & Training – Staff 
It is essential that all staff receive eSafety training and understand their responsibilities, as outlined 
in this policy. Training will be offered as follows:  

• eSafety training will be made available to staff.  
• All new staff should receive eSafety training as part of their induction programme, ensuring 

that they fully understand the school eSafety policy and Acceptable Use Policies 
• The eSafety Designated person will receive regular updates through attendance at LA or 

other training sessions and by reviewing guidance documents released by the LA and others. 
• This eSafety policy and its updates will be presented to and discussed by staff in staff 

meetings 
•  INSET days. 
• The Director of Systems will provide advice, guidance and training to individuals as required 

http://www.childnet.com/parents-and-carers
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Training – Governors 
Governors should take part in eSafety training and awareness sessions, with importance for those 
who are members of any sub committee involved in health and safety or child protection. This may 
be offered in several ways: 

• Attendance at training provided by the Local Authority, National Governors Association or 
other relevant organisation.  

• Participation in school training or information sessions for staff or parents 
 
Technical – infrastructure / equipment 
The school will be responsible for ensuring that the school infrastructure / network is as safe and 
secure as is reasonably possible and that policies and procedures approved within this policy are 
implemented. It will also need to ensure that the relevant people named in the above sections will 
be effective in carrying out their eSafety responsibilities:  

• Servers, wireless systems and cabling must be securely located and physical access 
restricted  

• All users will have clearly defined access rights to school ICT systems. Details of the access 
rights available to groups of users will be recorded by the technicians 

• All users will be provided with a username and password by the ICT Technicians who will 
keep an up to date record of users and their usernames.  

• The “master / administrator” passwords for school ICT systems, used by the technicians 
must also be available to the Headteacher and Director of Systems 

• Users are responsible for the security of their username and password, must not allow other 
users to access the systems using their log on details and must immediately report any 
suspicion or evidence that there has been a breach of security.  

• Appropriate security measures are in place to protect the servers, firewalls, routers, wireless 
systems, work stations, hand held devices etc. from accidental or malicious attempts which 
might threaten the security of the school systems and data.  

• An agreed policy is in place for the provision of temporary access of “guests” (e.g. trainee 
teachers, visitors) onto the school system: i.e. these accounts are only enabled as required 
(e.g. Taster accounts for Year 5, interview candidates), checked, wiped and re-enabled with 
a new password. 

• An agreed policy is in place that restricts staff from installing programmes on school 
workstations / mobile devices 

• The school infrastructure and individual workstations are protected by up to date virus 
software. 
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Data Protection 
 
The school as a corporate body is the Data Controller.  The School Business Manager will deal with 
the day-to-day matters relating to data protection. 
 
In line with the requirements of the Data Protection Act (1998), sensitive or personal data is 
recorded, processed, transferred and made available for access in school. This data must be: 

• Accurate 

• Secure 

• Fairly and lawfully processed 

• Processed for limited purposes 

• Processed in accordance with the data subject's rights 

• Adequate, relevant and not excessive 

• Kept no longer than is necessary 

• Only transferred to others with adequate protection 

• All devices are passcode / password protected 
 
The school recognises that its staff members and students need to know what the school does with 
the information it holds about them.  All staff members, including members of the school governing 
body will receive training in their responsibilities under the Data Protection Act as part of their 
induction. 
 
Parents will also receive an annual overview of the information that the school keeps about their 
child. Staff members and parents are responsible for checking that any information that they 
provide to the school about their employment or in regard to a registered pupil is accurate and up-
to-date. 
 
The Headteacher is responsible for ensuring full compliance with the Data Protection Act 1998 
including ensuring up-to-date registration under the act. The school cannot be held accountable for 
any errors unless the employee or parent has informed the school about such changes. 
 
Staff will ensure that personal data is secured in accordance with the provisions of the Data 
Protection Act by: 

• Keeping the data in a locked filing cabinet, drawer or safe. 

• Ensuring that computerised data is coded, encrypted or password protected, both on a local 
hard drive and on a network drive that is regularly backed up off-site. 

• Where data is saved on removable storage, holding the storage device in a locked filing 
cabinet, drawer or safe. 

 
The school understands that subjects have certain legal rights to their personal data, which will be 
respected. The school will not process personal data without the consent of the subject, although 
the 
processing of data will sometimes be necessary where: 

• The processing is necessary for the performance of a contract to which the subject is party 
or in the taking of steps with a view to entering a contract. 

• The processing is necessary for compliance with a legal obligation to which the school is 
subject. 
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• The processing is necessary for the administration of justice, legal functions of persons or 
departments, or functions of a public nature exercised in the public interest. 

• Where the processing is necessary for the purposes of legitimate interests of the school, 
unless the decision prejudices the rights, freedoms or legitimate interests of the subject. 

 
Sensitive data can only be processed with the explicit consent of the subject, including information 
relating to a subject’s racial or ethnic origin, political opinions, religious beliefs, trade union 
membership, physical or mental health, their sex life, or the commission of any offence. Sensitive 
data will only be processed if: 
 

• It is necessary to protect the subject’s vital interests.  

• It is carried out during legitimate activities by a not-for-profit body or association with 
appropriate safeguards.  

• It is necessary for the administration of justice or other legal purposes.  

• It has been ordered by the Secretary of State.  

• It is necessary to prevent fraud.  

• It is necessary for medical purposes.  

• It is necessary for equality reasons.  

• It was made public deliberately by the data subject. 
 
Rights to access information 
 
All staff members, parents of registered pupils and other users are entitled to: 

• Know what information the school holds and processes about them or their child and why. 

• Understand how to gain access to it. 

• Understand how to keep it up-to-date. 

• Understand what the school is doing to comply with its obligations under the Data 
Protection Act. 

 
All staff members, parents of registered pupils and other users have the right under the Data 
Protection Act 1998 to access certain personal data being held about them or their child. The school 
aims to comply with requests for access to personal information as quickly as possible, but will 
ensure that it meets its duty under the Data Protection Act to provide it within 40 working days. 
The school may make a charge on each occasion that access is requested, however, the school is 
not obliged to provide unstructured personal data if the administrative cost is deemed to exceed 
the limit of £450 as stated in the Freedom of Information and Data Protection (Appropriate Limit 
and Fees) Regulations. 
 
Data retention  
 
The Data Protection Act 1998 states that data should not be kept for longer than is necessary. 
Student records should be retained until the pupil reaches the age of 25 years. This retention is set 
in line with the Limitation Act 1980 which allows that a claim can be made against an organisation 
by a minor for up to 7 years from their 18th birthday.  Data no longer required will be deleted as 
soon as practicable. 
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Some educational records relating to a former pupil or employee of the school may be kept for an 
extended period for legal reasons e.g. a pupil statement or advice and information relating to 
educational needs. This is covered under the Special Educational Needs and Disability Act 2001 
Section 1 which requires retention from DOB plus 30 years. A further example, is records relating to 
an accident or injury at work which require 
retention for 12 years after the date of incident. 
 
Records of DBS checks will be destroyed immediately, although the date that the check was made 
will be retained in the school’s file.  
 
The school understands that staff members and the parents of registered pupils have the right to 
prevent the processing of personal data if it is likely to cause damage or distress. Concerns related 
to the processing of personal data should be raised with the School Business Manager.   
 
Data subjects reserve the right to take their concerns to a court of law and will be entitled to 
compensation if it is judged that the school contravened the provisions of the Data Protection Act.  
Individuals who are not the subject of the data, but suffer damage as a result of the contravention, 
are also entitled to compensation. 
 
The school will immediately rectify, block, erase or destroy any data that a court of law judges to 
have contravened the requirements of the Data Protection Act.  
 
Staff must ensure that they:  

• At all times take care to ensure the safe keeping of personal data, minimising the risk of its 
loss or misuse. 

• Use personal data only on secure password protected computers and other devices, 
ensuring that they are properly “logged-off” at the end of any session in which they are 
using personal data. 

• Transfer data using encryption and secure password protected devices. 
• When personal data is stored on any portable computer system, USB stick or any other 

removable media: 
o The device must be checked prior to use by an ICT Technician 
o Data is encrypted and password protected  
o The data must be securely deleted from the device, in line with school policy once it 

has been transferred or its use is complete 
o Appropriate backups are safely stored 
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Curriculum 
eSafety should be a focus in all areas of the curriculum and staff should reinforce eSafety messages 
in the use of ICT across the curriculum.  

• In lessons where internet use is pre-planned, it is best practice that students should be 
guided to sites checked as suitable for their use and that processes are in place for dealing 
with any unsuitable material that is found in internet searches.  

• Where students are allowed to freely search the internet, eg using search engines, staff 
should be vigilant in monitoring the content of the websites the young people visit.  

• It is accepted that from time to time, for good educational reasons, students may need to 
research topics (eg racism, drugs, discrimination) that would normally result in internet 
searches being blocked. In such a situation, staff can request that via the IT Support app for 
certain sites to be whitelisted; this is then passed on to our ISP.    

• Students should be taught in all lessons to be critically aware of the materials / content they 
access on-line and be guided to validate the accuracy of information 

• Students should be taught to acknowledge the source of information used and to respect 
copyright when using material accessed on the internet. 
 

 
Use of digital and video images - Photographic, Video 
The development of digital imaging technologies has created significant benefits to learning, 
allowing staff and students instant use of images that they have recorded themselves or 
downloaded from the internet. However, staff and students need to be aware of the risks 
associated with sharing images and with posting digital images on the internet. Those images may 
remain available on the internet forever and may cause harm or embarrassment to individuals in 
the short or longer term. There are many reported incidents of employers carrying out internet 
searches for information about potential and existing employees. The school will inform and 
educate users about these risks and will implement policies to reduce the likelihood of the potential 
for harm:  

• Staff are allowed to take digital / video images to support educational aims, but must follow 
school policies concerning the sharing, distribution and publication of those images. Those 
images should only be taken on school equipment, the personal equipment of staff should 
not be used for such purposes. 

• All staff should be aware of which students cannot be photographed as parental consent 
has not been given.  An up to date list can be obtained from the Student Services Officer 

• When using digital images, staff should inform and educate students about the risks 
associated with the taking, use, sharing, publication and distribution of images. In particular 
they should recognise the risks attached to publishing their own images on the internet eg 
on social networking sites. 

• Care should be taken when taking digital / video images that students are appropriately 
dressed and are not participating in activities that might bring the individuals or the school 
into disrepute.  

• Staff should not place images of students on any shared drive that can be accessed by 
students. 

• Students must not take, use, share, publish or distribute images of others without their 
permission  

• Photographs published on the website, or elsewhere that include students will be selected 
carefully and will comply with good practice guidance on the use of such images. 
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• Students’ names will not be used anywhere on a website or blog, particularly in association 
with photographs. 

• Parents or carers will have the option to opt out of any photographs of students are used for 
educational or marketing purposes.  
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Communications (e.g. email & messaging) in school 
 
A wide range of rapidly developing communications technologies has the potential to enhance 
learning. The following table shows how the school currently considers the benefit of using some of 
these technologies for education outweighs their risks / disadvantages: 
 

 Staff Students 
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Mobile phones may be 
brought to school 

x    x   

Use of mobile phones in 
lessons 

 ICE  x  6th Form 6th Form 

Use of mobile phones in 
social time 

x   x  6th Form 6th Form 

Taking photos on mobile 
phones / cameras 

  x x    

Use of other mobile 
devices – iPads etc. 

x    x   

Use of personal email 
addresses in school, or 
on school network 

x      x 

Use of school email for 
personal emails 

  x  x   

Use of messaging apps x   x    

Use of social media for 
professional purposes 

x   x    

Use of blogs x    6th Form   

 
 
 
When using communication technologies the school considers the following as good practice: 

• The official school email service may be regarded as safe and secure and is monitored. Staff 
and students should therefore use only the school email service to communicate with 
others when in school, or on school systems (eg by remote access). 

• Users must immediately report, to the Director of Systems the receipt of any email that 
makes them feel uncomfortable, is offensive, threatening or bullying in nature and must not 
respond to any such email.  

• Any digital communication between staff and students or parents / carers (email, chat, VLE 
etc) must be professional in tone and content. These communications may only take place 
on official school systems. Personal email addresses, text messaging or public chat / social 
networking programmes must not be used for these communications.  
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• All contact with parents should be logged in line with school policy 
• Students should be taught about email safety issues, such as the risks attached to the use of 

personal details. They should also be taught strategies to deal with inappropriate emails and 
be reminded of the need to write emails clearly and correctly and not include any unsuitable 
or abusive material. 

• Personal information should not be posted on the school website and only official email 
addresses should be used to identify members of staff.  

 
Specific advice around students’ use of email: 
 

1. You should be endeavouring to speak to your teachers directly however, if an email is 
necessary then please be aware that the response time is 48 hours.   

2. When emailing your teachers, greet them politely and always use their full title: Dear Mr. 
Jackson or Dear Mrs. Smith 

3. Add a brief, accurate subject line to your email.  Ideally, you should state which class you are 
in and what the email is about 

4. Keep it short and succinct.  State the query or request straight away and make sure you are 
polite 

5. Do not use all capital letters or too many exclamation marks - this can convey feelings of 
anger or shouting 

6. Do not use text message language or slang  
7. The email should be written the same way that you would write a letter  
8. Check the content for spelling errors and grammatical mistakes 
9. Sign off the email with your full name and an appropriate closing phrase such as: Kind 

regards,  
 

Specific advice around staff use of email: 
 
Our Google mail system has become established as one of the key forms of internal and 
external communication. Most teachers receive at least 30 messages per day with some 
teaching and non-teaching staff receiving treble this. With this volume of communication 
and to tame potential inbox overload, the following protocol is considered good etiquette: 
 

1. Teaching staff are not expected to check or respond to messages whilst teaching; 
2. Staff are free to send messages whenever they wish, but colleagues are not expected 

to reply to email ‘out of hours’; feel free to mute email or change the frequency when 
mail if fetched to your device. 

3. Avoid using the allstaff / allteaching group email unless absolutely necessary. 
4. Consider using the bulletin instead or mailing staff individually, by faculty or year team.  

The School Information Folder contains the list of group emails. 
5. Check your messages at least twice a day; it is more efficient to check your mail all at 

once 
6. Message should start with a salutation - ‘Dear’ is considered highly formal.  ‘Hello’ is 

professional and friendly.  It is fine to drop greetings as the tone becomes back and forth 
conversation. 

7. Always use a subject line in your message to explain what it is about. 
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8. Take care when sending messages at short notice that require a response by a particular 
point in time (e.g. please send x to me by 12:30pm).  Colleagues may be teaching and 
may not see or be able to react to a message by the deadline. 

9. Keep messages short where possible.  It is sometimes easier to see or phone the person 
you want to communicate with rather than write out a message.  

10. Sign off with Regards or Kind regards. 
11. Use a signature block particularly if you communicate with people outside of school.  It 

is not necessary to include your email address in the signature. 
12. Most parents have email addresses though not all will use them.  Avoid using email to 

initiate contact. 
13. Try to respond to emails from parents within 24 hours. It is fine to send a holding 

response so long as you answer the enquiry at a later date. 
14. Difficult conversations and complaints are best dealt with by face-to- face contact or 

telephone rather than email. 
15. Take care when using ‘cc’.  Use ‘cc’ for the recipient’s information only and when you do 

not expect a response.  If you are sending a message to multiple people without using 
‘cc’, think carefully.  Who do you actually want to respond to the message? 

16. Blind carbon copy (‘bcc’) should be used rarely when you do not wish the recipients to 
see who else has had the same message. 

17. If you are sending confidential information, put ‘confidential’ in the subject line. 
18. Avoid sending work emails from a social/home email account. 
19. Always re-read emails you are forwarding on to check the whole chain for any 

information which the new recipient should not see. Never open messages from a 
suspicious source. 

 
The school may exercise its right by electronic means to monitor the use of the school’s 
computer systems, including the monitoring of websites, the interception of emails and the 
deletion of inappropriate materials in circumstances where it believes unauthorised use of 
the school’s computer system is or may be taking place, or the system is or may be being 
used for criminal purposes or for storing text or imagery which is unauthorised or unlawful. 
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Health and Safety 
Employers have the legal responsibility for health and safety in schools, but in practice teachers do 
much of the day-to-day work to ensure that ICT equipment is used correctly and safely. It is 
important, therefore, that teachers are aware of the health and safety issues associated with 
information and communications technology (ICT). The Health and Safety (Display Screen 
Equipment) Regulations 1992 apply to users who use display equipment as a significant part of their 
work. This may apply to staff working in the school office. 
 
Pupils should only be allowed to connect or unplug electrical equipment after proper instruction, 
and always under the supervision of the teacher.  
 
A major cause of accidents in computer suites is baggage left lying around which can cause pupils to 
trip. Ensure that storage is adequate and within safe reach.  
 
Comfort 
Users should be comfortably positioned with easy access to all equipment. Whilst sitting, it is 
essential that the user can adjust his or her position in relation to the equipment as appropriate. 
Users should take frequent short breaks from computer work, such as a 10-minute break every 
hour, to allow eyes to readjust to greater distance. 
 
Space  
There should be enough space around a workstation for peripherals such as papers, books or other 
materials, including special education needs equipment such as concept keyboards. There should 
also be space for more than one pupil at a time and for the teacher to gain access. It is important to 
ensure that gangways and emergency exits are kept clear.  
 
Seating  
The height of the chair should be adjustable, bearing in mind that users should be aiming for good 
posture when operating computer equipment. Ideally, the height and tilt of the back of the chair 
should also be adjustable. The lower arms should be roughly horizontal when working, and knees 
should fit comfortably under the desk, with thighs roughly horizontal. Footrests should be available 
as necessary to reposition legs. Change posture frequently and take short breaks away from the 
computer to stretch. 
 
Monitors  
These should tilt and swivel to suit the requirements of individual users. Screens should be 
positioned to reduce reflections and glare from lights and windows. The top of the screen should be 
roughly at eye level. Users should also be able to control brightness and, for many, comfort is 
increased if they can adjust screen colours and type fonts. There may be screen distortion if 
speakers are situated too close to the monitor. It is advisable, therefore, to position speakers about 
one foot away from the computer. 
 
The regulations require employers to assess and reduce risk, to plan work to allow breaks or 
changes of activity, to provide information and training, and to provide eye tests on request.  
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Keyboards 
Users should have the option to have the keyboard flat or tilted, and to be able to move the 
keyboard to a more comfortable position on the desk to suit them. It is important to develop good 
keyboard technique. Do not bend hands up at the wrists when typing. Keep a soft touch on the keys 
and do not over-stretch your fingers. 
 
Repetitive strain injury (RSI) presents a potential risk for anyone typing with only one or two 
fingers, usually their index fingers. RSI is a painful condition affecting the fingers, wrists and elbows, 
and can cause irreversible problems. In extreme cases, people with RSI must use voice recognition 
software which, although manageable and useful, is not universally available and cannot be used 
casually and immediately as a keyboard can. For children with years of typing ahead of them, using 
the keyboard with index fingers only is highly risky, especially when there may be added strain from 
playing games on home computers. RSI is easier to prevent than cure.  
 
Noise 
Almost all ICT equipment emits background noise if the power is switched on, even when not in 
use. Many software packages also feature sound as part of their operation. Users can also be noisy 
or distracting, especially those working in groups.  
 
Headphones will help to reduce distractions and aid concentration. A child's ears are more sensitive 
than an adult's, and it is advisable to ensure that volume controls are turned down before use by 
pupils. It may be necessary to provide a splitter device to allow a group to work with sound 
simultaneously. If headphones are used, it is sensible to consider how these will be stored or 'hung' 
onto the monitor. In-ear headphones are not recommended for hygiene reasons. 
 
Heat and light 
Ideally, the temperature of an ICT suite should be between 18° and 24° degrees, with humidity 
between 40% and 60%. Almost all ICT equipment gives off heat. In many cases, this can build up 
during the day and become quite oppressive for users, and it is not good for the equipment. A 
thermometer in the room is useful for monitoring the temperature. 
 
Ensure that the room is well ventilated by using air conditioning if this is available, or by opening 
windows. Placing plants in the room and keeping them watered also helps.  
Ideally, blinds should be provided to ensure that users do not suffer from glare. If glare is 
unavoidable, glare guards should be used. Clean screens give better visibility and reduce glare. They 
should therefore be cleaned regularly using appropriate cleaning materials. Schools need to ensure 
that they have a system for this to happen.  
 
Electrical safety 
Under the Electricity at Work Regulations 1989, all electrical equipment should be maintained 
regularly. Always leave technical repairs to the experts. Ensure that you have the necessary CO2 fire 
extinguishers positioned near any ICT equipment. 
 
The location of electrical equipment depends on the length of cables and the availability of sockets 
for telephones, TV aerials and power. It is essential that the location of the equipment does not 
increase the risk of danger to equipment or users. 
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Particular issues to be aware of are as follows: 
• Cover and secure trailing power cables.  
• Replace frayed leads or damaged plugs.  
• Do not overload circuits, particularly when using long extension leads, as power surging can 

occur if too many computers are connected to a circuit, or when electrical floor cleaning 
equipment is plugged in.  

• Avoid coiled cables, as the heat generated within them could be sufficient to start a fire.  
• Be aware of accidental damage, in particular any cuts to power cable insulation, and also 

damage from dust, spilt liquid.  
• Ensure that the correct fuse rating is fitted.  
•  

Ensure that keyboard and mouse connecting cables do not hang over the front of the computer 
workstation. Where the workstations are accessible from the rear, as in the case of trolleys, ensure 
that trailing loops of cable are tidied to allow easy access to equipment for maintenance and to 
prevent equipment from being dragged accidentally from the workstation by students.  
 
The school should ensure that there is a system in place for regular visual checks of plugs, leads and 
other electrical equipment. 
 
Mobile equipment 
ICT equipment is often heavy or bulky, and the Manual Handling Operations Regulations cover this 
area. You will need to assess the risk of lifting heavy or awkward equipment and use trolleys where 
appropriate. It is better to push a trolley than to pull it. 
 
When using mobile equipment such as televisions, projectors and screens around the school, 
ensure that the equipment is anchored firmly when in use, and that trailing power cables are 
covered and secured.  
 
Hazardous substances 
The Control of Substances Hazardous to Health Regulations cover this area, and risk assessment is 
necessary when using toners, printing inks and cleaning materials.  
 
Toner that is used in printers and photocopiers is a fine dust. At one time, some toner was 
carcinogenic and may still be in use in some institutions. Careful handling required the use of gloves 
and special waste disposal. Inhalation should be avoided, as should contact with skin. It is 
important to check the manufacturer's instructions. 
 
Fluids used for cleaning and in some reprographic processes are flammable. Always handle these 
with care and store in minimum quantities, preferably in metal containers, away from heat. Other 
substances, such as solvents, are dangerous to inhale. Care should always be taken to re-seal lids 
securely and store in upright containers. They should not be used in confined spaces, and adequate 
ventilation should be maintained. 
 
Disposal of Equipment 
All redundant ICT hardware should be disposed of correctly in accordance with the EU WEEE 
directive. The School has an arrangement with a local recycling company for the disposal of old 
equipment and monitors.  Serial numbers must be recorded first. 
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Control of Substances Hazardous to Health Regulations: approved codes of practice 
Health and Safety Executive, 1999. 
 
Display screen equipment work. Health and Safety (Display Screen Equipment) Regulations 1992: 
guidance on regulations 
Health and Safety Executive, 1992. 
 
Electricity at Work Regulations 1989 (SI 635) 
Manual Handling Operations Regulations 1992: guidance on the regulations 
Health and Safety Executive, 1998. 
 

http://www.hmso.gov.uk/stat.htm
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Responding to incidents of misuse 
 
It is hoped that all members of the school community will be responsible users of ICT, who 
understand and follow this policy. However, there may be times when infringements of the policy 
could take place, through careless or irresponsible or, very rarely, through deliberate misuse. Listed 
below are the responses that will be made to any apparent or actual incidents of misuse: 
 
If any apparent or actual misuse appears to involve illegal activity i.e.  

• child sexual abuse images 
• adult material which potentially breaches the Obscene Publications Act 
• criminally racist material 
• other criminal conduct, activity or materials 

 
The points outlined below should be consulted and actions followed in line with the 
documentation, in particular the sections on reporting the incident to the police and the 
preservation of evidence. 
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What to do if? 
An inappropriate website is accessed unintentionally in school by a teacher or child.  

1. Play the situation down; don’t make it into a drama. 
2. Report to the e-safety officer and decide whether to inform parents of any children who 

viewed the site. 
3. Inform the school technicians and ensure the site is blocked 

 
 
An inappropriate website is accessed intentionally by a child. 

1. Refer to the acceptable use policy that was signed by the child, and apply agreed sanctions 
in line with the school behaviour policy. 

2. Notify the parents of the child. 
3. Inform the school technicians and ensure the site is blocked. 

 
An adult uses School IT equipment inappropriately.   

1. Ensure you have a colleague with you; do not view the misuse alone. 
2. Report the misuse immediately to the head teacher and ensure that there is no further 

access to the PC or laptop. 
3. If the material is offensive but not illegal, the head teacher should then: 

▪ Remove the PC to a secure place. 
▪ Instigate an audit of all ICT equipment to ensure there is no risk of pupils 

accessing inappropriate materials in the school. 
▪ Identify the precise details of the material.  
▪ Take appropriate disciplinary action (contact Personnel/Human Resources). 
▪ Inform governors of the incident. 

4. In an extreme case where the material is of an illegal nature: 
▪ Contact the local police or High Tech Crime Unit and follow their advice. 
▪ If requested to remove the PC to a secure place and document what you have 

done.  
 
A bullying incident directed at a child occurs through email or mobile phone technology, either 
inside or outside of school time.  

1. Advise the child not to respond to the message. 
2. Refer to relevant policies including eSafety anti-bullying and PHSE and apply appropriate 

sanctions.   
3. Secure and preserve any evidence.  
4. Inform the sender’s e-mail service provider. 
5. Notify parents of the children involved.  
6. Consider delivering a parent workshop for the school community. 
7. Inform the police if necessary. 
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Malicious or threatening comments are posted on an Internet site about a child or member of staff.  
 

1. Inform the headteacher and request the comments be removed if the site is administered 
externally. 

2. Secure and preserve any evidence. 
3. Send all the evidence to CEOP at ww.ceop.gov.uk/contact_us.html or the Safer Internet 

Centre 
4. Endeavour to trace the origin and inform police as appropriate. 

 
You are concerned that a child’s safety is at risk because you suspect someone is using 
communication technologies (such as social networking sites) to make inappropriate contact with 
the child 

1. Inform the DSP or deputy DSP 
 
 

Children should be confident in a no-blame culture when it comes to reporting inappropriate 
incidents involving the internet or mobile technology: they must be able to do this without fear.   
School Actions & Sanctions  
 
It is more likely that the school will need to deal with incidents that involve inappropriate rather 
than illegal misuse. It is important that any incidents are dealt with as soon as possible in a 
proportionate manner, and that members of the school community are aware that incidents have 
been dealt with. It is intended that incidents of misuse will be dealt with through the normal 
Behaviour for Learning system and school will consider each case individually so all possible 
outcomes can’t be written. The following highlights a guide of what possible actions may be used 
for some more common scenarios but the school is not subject to dealing with only these scenarios 
or using only these actions for both students and staff. 
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Deliberately accessing or trying to access material that 
could be considered illegal (see list in earlier section 
on unsuitable / inappropriate activities). 

  x x  x    

Unauthorised use of non-educational sites during 
lessons 

x x      x  

Unauthorised use of mobile phone / digital camera / 
other mobile device 

  x      x 

Unauthorised use of social media / messaging apps / 
personal email 

x x      x  

Unauthorised downloading or uploading of files x x     x   

Allowing others to access school / academy network 
by sharing username and passwords 

  x  x  x  x 

Attempting to access or accessing the school / 
academy network, using another student’s account 
 

 x x  x  x  x 

Attempting to access or accessing the school / 
academy network, using the account of a member of 
staff 

 x x  x x x  x 

Corrupting or destroying the data of other users  x x  x x x  x 

Sending an email, text or message that is regarded as 
offensive, harassment or of a bullying nature 

  x  x x x  x 

Continued infringements of the above, following 
previous warnings or sanctions 

      x  x 

Actions which could bring the school into disrepute or 
breach the integrity of the ethos of the school 

  x  x x x  x 

Using proxy sites or other means to subvert the 
school’s / academy’s filtering system 

 x x  x  x  x 

Accidentally accessing offensive or pornographic 
material and failing to report the incident 

x    x   x  

Deliberately accessing or trying to access offensive or 
pornographic material 

x x x  x x x  x 

Receipt or transmission of material that infringes the 
copyright of another person or infringes the Data 
Protection Act 

   x      
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ICT TECHNICIAN - iPads for Learning Specialist 
Responsible to: Network Manager, Director of Systems. 
 
Job Function 

• To provide ‘first line’ IT support to colleagues around the school and act proactively to 
ensure IT systems work smoothly across the organisation. 

• To ensure that the iPads for Learning scheme runs for the maximum benefit of the school 
community 

• To work as part of a larger IT technician support team 
 
Core ICT Technician Duties 
  

1. General routines: 
• Review email ICT and Trac fault log, prioritise jobs for the day with the support of the 

Network Manager. 
• Carry out daily after-school checks of ICT suites to pinpoint and rectify problems including: 

mice, monitors, cabling and printers; record and attend to problems in each area as needed. 
• Report any problems that cannot be resolved to the Network Manager (e.g. blue screens, 

damaged printers or sockets). 
2. Curriculum Network: 

• Carry out password changes, internet access requests other user area maintenance as 
needed.  

• Assist in troubleshooting and fault finding on the network; assist network manager in the 
repair of equipment as needed. 

• Assist in the commissioning of new equipment as needed. 
• Carry out any other ICT-related tasks as directed by the Network Manager and AHT 

eLearning 
• Assist in the recovery of data deleted by staff and students. 
• Allocate software applications to workstations. 

3. Wifi networks 
• Assist in the operation and maintenance of the wifi networks as directed by the Network 

Manager. 
4. Help to promote the safe and effective use of ICT around the school. 
  
5. Promote existing workplace policies including safe use of equipment and network / computer 
security. 
  
6. Assist in maintaining an audit of equipment and in the safe disposal of obsolete items. 
  
7. Maintain and troubleshoot printers. 
  
8. Attend weekly ICT Technician team meetings to discuss routine operational issues relating to the 
school’s ICT facilities in order to ensure users are given appropriate support. 
  
9. Advise the ICT Technician team on the development of school systems to achieve maximum 
efficiency. 
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10. Ensure the security of all ICT systems and equipment. 
  
11. Maintain the confidentiality of information acquired in the course of undertaking duties for the 
school. 
  
12. Undertake other duties as reasonably directed by the Network Manager and AHT eLearning. 
  
  
iPads for Learning Scheme 
  

1. With the support of the ICT team, carry out day-to-day set up and maintenance of school 
iPads 

2. Support students with the setup and maintenance of BYOD devices including devices 
brought into school by sixth form students. 

3. Ensure students are enrolled onto our wifi and Meraki system 
4. Promote the safe and sensible use of iPads in general, support the pastoral team when 

issues are raised. 
5. Arrange and supervise drop-in sessions during non-teaching times i.e. breaks and before 

school to support students with their iPads. 
6. Assist in the creation of Apple IDs 
7. Assist in the implementation of new iPad roll outs including the launch of DEP 
8. Assist in the induction of new staff by providing guidance on the use of their iPad 
9. Advise the Network Manager when additional devices or parts are required. 

  
2. Under the guidance of the Network Manager, assist in the maintenance and operation of the 
Meraki database, including for example: 
  

• Ensuring students are enrolled on Meraki 
• Ensuring students are registered for VPP and invitations are sent out 
• Carry out routine maintenance of the database e.g. removal of leavers 
• Ensure the correct profiles are distributed to students 
• Distribute apps to students; ensure students have installed the correct apps and updates. 
• Advise the ICT technician team of developments in Meraki 

  
3. Manage the class set of iPads ensuring these are charged and up to date. 
  
4. Manage the daily loan set of iPads ensuring these are charged and up to date. 
  
5. Ensure all students have access to a device in school: 

• Check the list of opt out students is up to date on a week by week basis 
• Check the list of current BYOD students is correct 
• Ensure that new staff and students are enrolled in our iPad scheme and are given prompt 

access to a device 
• Ensure that leaver’s devices are collected, wiped and redistributed to other staff or students 
• Maintain a stock or spare devices. 
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6. Provide support and assistance to staff and students in using iPads including providing online 
guides and tutorials for users to access. 
  
7. Provide in class technical support. 
  
8. Provide information and advice about the use of technology in the classroom including 
developments in Apple technology. 
  
  
  
  
ICT TECHNICIAN - PC / Mac Network Specialist 
Responsible to: Network Manager, Director of Systems 
Job Function 

• To provide ‘first line’ IT support to colleagues around the school and act proactively to 
ensure IT systems work smoothly across the organisation. 

• To ensure that the iPads for Learning scheme runs for the maximum benefit of the school 
community 

• To work as part of a larger IT technician support team 
Core ICT Technician Duties 
  
2. General routines: 

• Review email ICT and Trac fault log, prioritise jobs for the day with the support of the 
Network Manager. 

• Carry out daily after-school checks of ICT suites to pinpoint and rectify problems including: 
mice, monitors, cabling and printers; record and attend to problems in each area as needed. 

• Report any problems that cannot be resolved to the Network Manager (e.g. blue screens, 
damaged printers or sockets). 

2. Curriculum Network: 
• Carry out password changes, internet access requests other user area maintenance as 

needed.  
• Assist in troubleshooting and fault finding on the network; assist network manager in the 

repair of equipment as needed. 
• Assist in the commissioning of new equipment as needed. 
• Carry out any other ICT-related tasks as directed by the Network Manager and AHT 

eLearning 
• Assist in the recovery of data deleted by staff and students. 
• Allocate software applications to workstations. 

3. Wifi networks 
• Assist in the operation and maintenance of the wifi networks as directed by the Network 

Manager. 
4. Help to promote the safe and effective use of ICT around the school. 
  
5. Promote existing workplace policies including safe use of equipment and network / computer 
security. 
  
6. Assist in maintaining an audit of equipment and in the safe disposal of obsolete items. 
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7. Maintain and troubleshoot printers. 
  
8. Attend weekly ICT Technician team meetings to discuss routine operational issues relating to the 
school’s ICT facilities in order to ensure users are given appropriate support. 
  
9. Advise the ICT Technician team on the development of school systems to achieve maximum 
efficiency. 
  
10. Ensure the security of all ICT systems and equipment. 
  
11. Maintain the confidentiality of information acquired in the course of undertaking duties for the 
school. 
  
12. Undertake other duties as reasonably directed by the Network Manager and AHT eLearning. 
  
  
 
PC and Mac Networks 
Problem solving software and application issues for staff and students on PCs and Apple devices. 
Ongoing fault finding and fixing of PCs brought up to the office that require more attention than 
can be given in the classroom - Hardware problems and rebuilds. 
 
Network: 

• Looking on a daily basis on the RM website for required technical updates, patches and 
useful tools for the Curriculum network. Performing Installation of relevant or necessary 
updates on the CC4 server and managing the roll-out of these updates to the client PCs.  

• Carrying out general network level requests; network and email account creation/deletion, 
password resets, profile resets, quota changes. 

• Creating/customising bespoke network accounts (Exam conditions, taster day  and 
candidate accounts) to restrict or relax permissions for the intended purpose of the 
account(s) 

• Restoring lost or corrupt data as requested by staff and students. In the absence of the 
Network Manager, ensure that daily backups of the curriculum and administration systems 
are performed and that that backups are stored safely in a location as directed by ICTC and 
Network manager. 

• Carrying out network level maintenance; assisting in troubleshooting and fault finding on 
the network backbone, eg switches, patch panels, network sockets, CAT5 and fibre cabling, 
access points and connecting infrastructure. Assisting the network manager in the 
repair/replacement of network equipment as needed. 

• Managing software allocation in classrooms to balance usability of room for teaching while 
keep PCs running efficiently. 

• Installing network and local printers,  troubleshooting printer problems and replenishing 
paper and toner as necessary. Assisting in the ordering of printer consumables. 

• Building MSI software packages for allocating out to client PCs;  updating plugins such as 
Adobe Flash, Adobe reader. Also creating MSI packages for bespoke specialist software (eg 
Learning support and DofE mapping software) to work with the RM network. 
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• Managing remote network tasks such as ‘Internet access times’ using control sets and the 
automation of turning on/off classroom PCs so they are ready for use in the morning and 
turned off at the end of school for term time use 

• Dealing with the commissioning of new and replacement ICT equipment as needed. 
Researching cost effective methods of the replacement and upgrade of PC parts and 
peripherals for client PCs. Negotiating and obtaining quotes with external companies and 
conveying information to the network manager and AHT eLearning 

• School asset log and recycling; recording of serial numbers for school asset list of new ICT 
equipment that comes through ICT faculty. Assisting in the recycling of ICT redundant 
equipment, recording serial numbers, moving stock and contacting recycling companies. 

• Upgrading software and OS of client PCs to to keep up-to-date and in line with Microsoft 
and Apple support. E.g ongoing migration of teacher PCs to win7x64. 

• Managing and customising configurations appropriately for station builds. 

• Training apprentices and new ICT technical staff  
  
Raising support calls with our hardware suppliers and working with them to fault find and  solve 
hardware/software issues as necessary.eds arise. 
  
School Photographer - take event photography for School materials e.g. Awards evenings, School 
website and prospectus, press releases, posters and adverts as requested by SLT  
  
  
Network Manager 
Responsible to: Director of Systems 
Job purpose 

• To monitor, manage and plan for changes in the school’s ICT resource for safe, effective use 
by pupils and staff. 

• To define procedures and provide advanced technical support in line with the school’s ICT 
support service definition. 

• To be responsible for keeping appropriate records. 
• To monitor and assist in the management of the school’s ICT support service. 
• To ensure that legal and contractual obligations relating to ICT resources, systems and 

services are met. 
The installation and maintenance of the school’s ICT resource 
1) Desktop & Application Support 

• Maintain, upgrade and repair a wide range of PCs and peripherals; install complete 
applications. 

• Detect, diagnose and resolve PC, peripheral and application errors. 
• Perform advanced diagnosis procedures on PCs, peripherals and applications. 
• Advise on compatibility of hardware, applications and operating systems, according to user 

requirements. 
2) Server & Network support 

• Install and set basic configuration options for equipment such as switches and routers. 
• Install software and CDs on the file server; maintain hardware and software of the server; 

set disk space and printer quotas; create network shares and manage access rights; monitor 
system logs. 

• Manage the structure of the school’s intranet and web site. 
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• Design and implement network infrastructure to meet the school's requirements. 
• Manage active network components including switches, routers and bridges; install 

additional servers and upgrade the network operating system; set up disk caches and 
firewalls; maintain Internet filtering systems. 

• Manage remote access to the school’s intranet. 
3) Health & Safety 

• Follow relevant H&S procedures and raise awareness among staff, pupils and other users. 
• Undertake risk assessments; implement and make modifications to relevant H&S 

procedures. 
• Advise other staff of H&S aspects of proposed developments. 
• Actively monitor school, LEA/LA and legal requirements for H&S. 
• Develop relevant H&S procedures and ensure that all ICT users follow appropriate practice. 

  
The support and management of the school’s ICT service 
4) Configuration & Installation 

• Design and apply simple processes to manage configuration and change within the school; 
implement a structured approach to rolling out new hardware and software. 

• Manage collection of, appropriate access to and storage of relevant asset and configuration 
data. 

• Design, implement, monitor and review school procedures for managing and recording 
installations and configuration changes. 

• Design and implement the school policy on asset disposal. 
5) Continuity, Maintenance & Security 

• Assess risks and develop recovery procedures for key ICT systems; identify failing systems 
and suggest solutions. 

• Develop a maintenance schedule; manage efficient implementation of backup, virus 
protection and security procedures, including data protection policies. 

• Analyse risks to key ICT systems and agree priorities; maintain and regularly review 
insurance cover and contingency plans for whole-school ICT systems and for technical 
support. 

• Design and implement the school's backup, virus protection and security procedures, with 
reference to protecting hardware, data and confidential information. 

6) Support Request Management 
• Interpret detailed diagnostic information; monitor and manage server logs and use them to 

inform developments and support procedures; produce reports from support logs to 
provide basic management information on the volume and nature of requests. 

• Prioritise resolution of problems and determine whether external support is required; 
allocate tasks between support staff, including recording requests, following up calls and 
implementing a maintenance schedule. 

• Provide second level of in-school support for more complex requests. 
• Set support priorities, balancing response to support requests with need to follow planned 

monitoring and maintenance, in the context of staff availability and wider ICT service 
demands. 

7) Internal Support Arrangements & External Contracts 
• Assist school managers in defining an appropriate support service definition and support 

arrangements; collate data to inform review processes. 
• Interpret and report external service response data and provisionally assess effectiveness. 
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• Assess needs, define standards of service and recommend internal and external support 
arrangements and contracts required to deliver an effective ICT service in the school. 

• Report on and monitor progress against agreed service levels (both internal and external); 
review contractual arrangements and address strengths and weaknesses. 

  
The development of the school’s ICT service 
8) Strategy & Planning 

• Plan and implement changes to elements of the ICT service. 
• Identify software, hardware and working practices required to fulfil functional specifications 

as defined by school staff. 
• Plan for major developments of the ICT service and project manage their implementation. 
• Maintain an overall view of the capabilities of the school’s ICT service and contribute to 

continuous improvement to meet future needs. 
9) Budget & Team Responsibilities 

• Support the full range of financial planning for ICT, including purchase of larger items, and 
help to estimate future budget requirements. 

• Supervise junior ICT technical support staff. 
Personal qualities 
10) Personal ICT development 

• Attend relevant courses and actively seek to broaden knowledge and skills relevant to 
responsibilities. 

• Maintain and extend personal expertise in specific areas of ICT to provide appropriate 
advice and support. 

11) Communications 
• Liaise with senior school staff and negotiate with suppliers and external contractors. 

12) Educational Awareness 
• Read online and published materials about the educational use of ICT; attend relevant 

meetings. 
• Regularly access key ICT education web sites to keep abreast of changes and developments. 

The post holder will be expected to carry out such other duties as reasonably correspond to the 
general character of the post and are commensurate with its level of responsibility. 
  
  
  


